YTBEPXKJIEHA
[Mporokomom No. 32 3acemammsa Copera
JUMPEKTOpPOB  ofLlecTBA € OrpaHMYeHHOH

OTBETCTBEHHOCTRIO «CaHpaiis I'pymm» or 22
nexabps 2022 ropa

IMonnTHKa 06pabOTKH H 32AMHTHI
nepcoHaIbHbIX JaHHBIX B OO0 «Caupaiiz
I'pynm»

1. OcHoBHBIC TepMHHBI H ONPEIETCHAS

1.1. ABTOMaTH3HpOBaHHAs obpaboTka
[IePCOHATBHBIX JaHHbIX obpaboTka
MEPCOHANLHBIX HAHHBIX C TOMOLIBIO CpPEICTB
BBIYMCJIUTEILHON TEXHHUKH.

1.2, BiokupoBaHHMe IEPCOHANBHBIX JAHHBIX —
BPEMEHHOE IpeKpanieHne obpaboTku
[NEPCOHANIBHEIX  JaHHBIX (32  HCKIIOYEHHEM
ciIyuaeB, ecnu  obpabotka Heobxommma Ajs

YTOUHEHMA NEPCOHATIBHBIX )J,'aHHLIX).

1.3. HudopmanroHHas cucreMa MepcoHATbHBIX
nauublx (manee — HCII/IH) — coBokymHOCTH
conepxamuxca B 6a3ax NaHHBIX MEPCOHANBHBIX
JaHHBIX W OfecredyMBaOIUX HX 06paboTKy
HMHGOPMALIIOHHBIX TEXHOJNOTHM M TEXHMYECKHX
CpPEHCTB.

1.4. KonumenmansHOCTs  NepCOHATBLHBIX
JaHHBIX obs3aTeNpHOe AN COGMONEHUS
ONepaTopoM WIM HMHBIM IONYYHBIIHM JOCTYI K
NEPCOHANBHBIM JaHHBIM JIMLOM TpeOOBaHME He
JOITYCKATh MX PAaCKpPbITHE TPETHUM JIMLIAM HIIH HX
pacnpoctpanenre  6e3  cornacus  cyObekra
TIEPCOHANBHBIX  AAHHBIX, €ClAM HWHOe  He
IPEyCMOTPEHO (eHepabHBIM 3aKOHOM.

1.5. Ob6e3nuuuBaHHe NEPCOHATBHBIX NAHHBIX —
HEHCTBHS, B pE3y/bTaTe KOTOPHIX CTAHOBHUTCH

HECBO3MOKHBIM Oes HUCII0JIE30BaHUA
JOTIONTHUTEIEHOH I/IH(l)OpMaLII/II/I ONPEaCINTD
NIPHHAJICIKHOCTH INEPCOHATBHBIX JaHHBIX

KOHKPETHOMY CYyOBEKTY MepCOHANIbHEIX JaHHBIX.

1.6. O6paboTKa NMepcoOHANBHBIX AAaHHBIX — J1060e
AeidicTBue  (omepalys) HMIM  COBOKYIHOCTB
NedcTBHH  (omepauuii),  COBepIIaeMBIX  C
HCHOJIb30BAHUEM CPEIICTB ABTOMATU3ALHH WK 6€3
HCTIOJIb30BAHHS TaKHX CPEICTB C MEPCOHALHBIMH

APPROVED

By Minutes No. 32 of the meeting of the Board of
Directors of Sunrise Group Limited Liability
Company dated December 22, 2022

Personal data processing and protection policy
of Sunrise Group LLC

1. Basic terms and definitions

1.1.  Automated processing of personal data —
processing of personal data using computer
technology.

1.2.  Blocking of personal data — temporary
termination of processing of personal data (except
for cases when processing is necessary to clarify
personal data).

1.3. Personal data information system (hereinafter
— PDIS) — a set of personal data contained in
databases and information technologies and
technical means that ensure their processing.

1.4. Confidentiality of personal data—a mandatory
requirement for the operator or other person who
has access to personal data to prevent their
disclosure to third parties or their distribution
without the consent of the owner of personal data,
unless otherwise provided by Federal law.

1.5. Depersonalization of personal data — actions
that make it impossible to determine the identity of
personal data to a specific personal data owner
without using additional information

1.6. Personal data processing — any action
(operation) or set of actions (operations) performed
with or without the use of automation tools with
personal data, including collection, recording,
systematization, accumulation, storage,



JIAHHBIMH, BKJIFOYast cbop, 3aIich,
CHCTEMATH3AIIHIO, HaKOIUICHHWe,  XpaHeHue,
YTOYHEHHE (obHOBNEHHE, H3MEHEHHE),
U3BJICUEHHE, HCTIOJIB30BAHHE, nepeaavy
(pacmpocTpaHeHMe, TIPEOCTaBICHHe, HOCTYII),
obesuunBanye,  OJOKHMpOBaHHWe,  yIaJCHHE,

YHUUTOXKEHUC [EPCOHANBHBIX JaHHBIX.

1.7. O6IenoCcTyIHbIE HCTOUHHKH nepcoHanLme
OAHHBIX — WCTOYHWKH IEPCOHAIBHBIX JAHHBIX,
co3laHHble B UeNIX  MHOOPMAIHOHHOIO
obecnieueHuss (B TOM 4HCI€ CIPABOYHHUKH,
aJipecHble KHHATH) KyJa ¢ NMMCEMEHHOIO COTIVIACHs
CyOBEKTa  NEpPCOHANBHBIX  JAHHBIX  MOTYT
BKJIIOUATHCS ero (haMHMiTusi, UMs, OTYECTBO, TOJ U
MECTO pPOXKAEHMA, aapec, aOOHEHTCKHMi HOMeD,
CBEIEHHS O IMpPO(EecCHM W HHBIE IEPCOHAIBHBIE
JaHHbIe, cOO0UIaeMble CYOBEKTOM TePCOHATIBHBIX
JAHHBIX.

1.8. Oneparop — rocyIapcTBeHHBIH Opras,
MYHHULMOAIEHBIA ~ OpradH, IOpHUAWYECKOe MM
¢du3nyeckoe  JIMLO,  CAMOCTOSTENBHO WU
COBMECTHO C APYTMMH JIMLIAMH OPraHU3YIOIHe H
(mnm) OCYLIECTBIIAIOIINE obpaboTky
[IEPCOHAJILHBIX JIAaHHBIX, a TAKKe OIpeelIoNue
1enyu ob6paboTKH TIepCOHANBHBIX JaHHBIX, COCTAB
MEPCOHAJIBHBIX JAHHBIX, NMOUIeXaIIuX o0paboTke,
JedictBus  (omepaiu), — COBeplIacMbie  C
NEePCOHANBHBIMU JAHHBIMH.

1.9. Tlepconanenpie manueie (manee — I1JIH) —
nmobas uHpOpMalMs, OTHOCIAACA K OPAMO WIH
KOCBEHHO OIpe/IeNIeHHOMY, WM OfpeIesiieMoMy
duspueckoMy nmy (CyOBEKTY TepCOHABHBIX
JTaHHBIX).

1.10. IlepconanbHble AaHHBIE, pa3pelicHHBIE K
pacnpoctpanerHmo — I1/lg, myOmuakyembsie B
06IeJOCTYHBIX HCTOYHMKAX 11 B
COOTBETCTBHUM C BBIIaHHBIM cyOwsexroM II/IH
OTAENBHO OT JAPYrMX COIJIacHi corjacueM Ha
pacnpoctpa”eHue I1/IH, B 0643aTensHOM HopsaKe
collepXKaliM yKa3aHHe Ha WHPOPMALMOHHEIH
pecype ormeparopa, qepes KOTOPBIH
ocyliecTBiseTcs pacnpoctpanenue [1/[n.

1.11. TlpenocraBieHue NMEepCOHANBHBIX TAHHBIX —
JleliCTBHS, HampaBlieHHble Ha packpbrtue I11[u
ONpeneeHHOMY JIULLY MU OTIPEJEeNICHHOMY KpPYTY
JIMLL

1.12. PacnipocTpasesne nepcoOHaNbHBIX JaHHBIX —
JEeHCTBUA, HAIpaBlcHHBIE Ha packpeitie [I/n

clarification (update, change), extraction, use,
transfer  (distribution,  provision,  access),
depersonalization, blocking, deletion, destruction
of personal data.

1.7. Publicly available sources of personal data -
sources of personal data created for information
support (including directories, address books), with
the written consent of the subject of personal data,
may be included his/her last name, first name,
patronymic, year and place of birth, address,
subscriber number, information about the
profession and othér personal data reported by the
subject of personal data.

1.8. Operator — a state body, municipal body, legal
entity or individual that independently or jointly
with other persons organizes and (or) petforms the
processing of personal data, as well as determines
the purposes of processing personal data, the
composition of personal data to be processed,
actions (operations) performed with personal data.

1.9. Personal data (hereinafter — PD) — any
information related directly or indirectly to a
specific or identifiable individual (owner of
personal data)

1.10. Personal data permitted for publication - PD
published in publicly available sources of PD in
accordance with the consent issued by the owner of
PD separately from other consents to the
processing of PD, which necessarily contains an
indication of the operator's information resource
through which the publication of PD is carried out.

1.11. Presentation of personal data — actions aimed
at disclosure of PD to a certain person or a certain
circle of persons.

1.12. Dissemination/publication of personal data —
actions aimed at disclosure of PD to an indefinite
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HEOIIPEeASIEHHOMY KPYTY JIH1L,

1.13. VYBuuToXeHHE NEPCOHANBHBIX AAHHBIX —
JEWCTBHA, B pE3yNbTaTe€ KOTOPHIX CTAHOBUTCH
HEBO3MOXXHBIM BOCCTAHOBHTH coepranue IT/IH B
HUCTIln u (unm) B pesynbrare KOTODBIX
YHHUTOXAKOTCH MaTepuaibHble HocuTenu I1/IH.

2. O0mue MOJIOKEH N

2.1. Hacrosmas ITonuruka 06paboTKY K 3aIIAThI
nepcoHaibHbIX JaHHeX B OO0 «Caunpaiiz ['pyrimn»
(nanee —  «lonurhka»)  paspaboraHa B
COOTBeTCTBHH ¢  DenepanbHbIM  3aKOHOM
Poccuiickoii ®@enepanmu or 27 mons 2006 r. Ne
152-03 «O  nepcoHANBHBIX  AAHHBIX» U
HOPMAaTHBHEIMU NPaBOBBIMH aKTamu
(MeTomMMECKHMY  JIOKyMEHTaMH)  deaepanbHEIX
OPTraHOB HCIOJHUTENBHOM BIACTH IO BOMPOCAM
6esonacrocTy ITJIH npu ux o6pabotke B UCITJIH.
2.2. Hacrosmas ITonwruka ABIIMETCS
OCHOBOIIOJIATAFOLIHM . JOKYMEHTOM,
OHPEAEISIIOIMM NPHHIKUITBL, ITOPSIOK U YCAOBHUS
obpaborku OO0 «Caupaiis I'pymm» (mamee —
«O6urectoy) ITJIH, HNpouemypsl, HANpPaBIEHHbIE
Ha TPeAOTBPAINECHHE W BBHIABJICHHE HAPYILCHMI

3aKOHOMaTeNnbCTBa  Poccuiickolt  MDenepanmy,
CBA3aHHBIX ¢ obpabotkoit IIJJn, a Tarke
OTBETCTBEHHOCTb pabOTHHKOB Obuiectra,

yuacTByrouux 8 obpaborke IT/TH.

2.3. Tomutuka o6sg3aTenbHa IS HCHOJHEHHS
BCEMH paboTHUKaMU Obmiectna,
HETIOCPE/ICTBEHHO Y4acTBYIOIMMH B 06paboTke

In.

2.4. Hacrosmas ITonuTrka He pacnpocTpaHseTcs
Ha CJIEQYIOIIKE CTyYau:

- XpaHCHUEC, KOMIUIEKTOBaHUE, YUET u
HCIIONB30BaHUE -apPXHBHBIX AOKYMEHTOB,
cojepanux HlIH, B COOTBETCTBHU ¢
3aKOHOAATEIbCTBOM 00 apXHBHOM Jejie B

Poccuiickoit Denepauunu;

- 06pa6otka ITJIH, OTHECEHHBIX B YCTAHOBIEHHOM
HOpsAKe K CBEAGHMAM,  COCTABJIAIOLIAM

TOCYAAPCTBEHHYIO TAHHY.

2.5. O6pabotka I1JIa opranusosana O6iecTBOM
Ha TIpHHLMIIAX:

- 3aKOHHOCTH LieJIel u cnocoboB o6pabotku I1IH,

circle of persons.

1.13. Destruction of personal data — actions that
make it impossible to restore the content of PD in
PDIS and (or) as result of which the material
carriers of PD are destroyed.

2. General provisions

2.1. This Personal data processing and protection
policy of Sunrise Group LLC (hereinafter - the
Policy) is developed in accordance with the Federal
law of the Russian Federation of July 27, 2006 No.
152-®3 “On personal data” and regulatory legal
acts (methodological documents) of Federal
Executive authorities on PD when processing them
in PDIS.

2.2. This Policy is a fundamental document that
defines the principles and conditions for PD
processing by Sunrise Group LLC (hereinafter —
the Company), procedures aimed at preventing and
detecting violations of the legislation of the
Russian Federation related to PD processing, as
well as the responsibility of employees of the
Company involved in PD processing.

2.3. The Policy is obligatory for all employees of
the Company that are directly involved in the
processing of PD.

2.4. This Policy does not apply to the following
cases:

- storage, acquisition, recording and use of archival
documents containing PD is carried out in
accordance with the legislation on archival
business in the Russian Federation;

- processing of PD that is classified as a state secret
in accordance with the established procedure.

2.5. The processing of PD is organized by the
Company on the following principles:
- the legitimacy of the purposes and methods of PD
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JMOOPOCOBECTHOCTH U
nestensHocTH OO1IecTRa;

CIIpaBeJINBOCTHU B

- pocroepHoctr IIJIH, MX [OCTATOYHOCTH NS
nenelt o6paboTKM, HENOIMYCTUMOCTH 00paboTku
T1JIH, M30BLITOYHBIX TTO OTHOMICHHIO K 3aSBJIEHHBIM
ueasM obpaboTku;

- HEIOMyCTHMOCTH 00benvHeHus 0a3 HaHHBIX,
cogepxkaumx  IIJln, oOpaboTka  KOTOpPBIX
OCYIIECTBISETCS B IEeJifX, HE COBMECTHMBIX
MeXIy cobOol;

- obecneuenus TounocTy I1JIH, WX JOCTATOYHOCTH,
a B HEOGXOMMMBIX ClIydasx H aKTyaJbHOCTH IO
OTHOIIEHUIO K uensaM o6pabotku I1Jn. O6mecTro
NPUHHAMAET HeoOxoauMbie Mepsl mbo
obecrieudBaeT WX NPHMHATHE N0 YIAJICHHIO WA
YTOYHEHHIO HETIONHBIX MJIA HETOYHBIX JAHHBIX;

- xpadenmss I/l B dopme, mno3BosIrOLIEH
onpenesmuth cyorexra [1/1H, He forblie, YeM 5Toro
TpebytoT Lenu obpadorku I1/1H.

3. Cocrag oopadarsiBaembix I1/In

3.1. Cocras I1[IH, oO6pabatsiBaembix B OO1mectse,
YCTaHABJIMBAESTCS B HIDKEIIPHBEICHHOM TIepedHe.

3.1.1. Tlepeuenr obpabarpiBaembix B OOmiecTBe
I/l paGoTHHKOB BKJIIOYaeT B ceddA: (amunus,
UMs1, OTYECTBO; TabeNbHBIA HOMED; XapaKTep U BHI
paboTh; [gaTta pOXKOEHMS; MECTO PpOXACHUS;
rpaXXIaHCTBO; MOJ; 3HAHUE MHOCTPaHHOTO A3bIKa;
npodeccusi, KBamuuranusa, cTax  paboThHl;
CBENCHMS O TIPSOBIAYIIMX MecTax paboThl,
YKa3aHHBIX B TPYIOBOI / 3JIEKTPOHHON TpYyHOBOH
KHIDKKe; CceMeWHoe  TIOJIOXKEHHE;  YPOBEHb
obpazoBaHus; HaVMEHOBaHHE y4yebHoro
3aBelieHus, TIIe TONy4eHo oOpa3oBaHue, TIOJ
OKOHYaHMs, HOMEp AOKyMeHTa o6 oOpasoBaHuy,
CHIENMANEHOCTE B JOKyMeHTe 00 oOpasoBaHMy;
CBEICHUS 00 OCHOBHOM JOKYMEHTE,
YIOCTOBEPSAIOIIEM JIMIHOCT (HOMEp, cepus, AaTa
BBIAAYM, HAWMEHOBAHME OpraHa, BBIIABIIETO
JOKYMEHT, KOJ HOJpa3zieneHud (ecinu uMeeTcs),
ajipec perucTpalyy, aapec MecTa JKHTeNbCTBA;
HOMepa Tele()OHOB U HHBIe KOHTaKTHbIE JaHHBIC
(B ToM umcie 1Mo MecTy paboThl); CBEAEHHSA O
BOMHCKOM yueTe (IJ11 BOGHHOOOS3aHHBIX JIMLL,
JIMLL TIOJUTEXKAIIMX TIPU3LIBY HA BOSHHYIO CITyKOY:
cepws, HOMep, Jara BblOaud, HaUMEHOBaHHE
OpraHa BbBIJABLIEr0 BOGHHBIM OWieT, BOEHHO-
yUeTHas CIIeUaIbHOCTh, BOHWHCKOE 3BaHUE,

processing, integrity and fairness in the activities of
the Company;

- the reliability of PD, their sufficiency for the
purposes of processing, the inadmissibility of PD
processing that is excessive in relation to the stated
purposes of processing;

- the inadmissibility of combining databases that
contain PD, the processing of which is carried out
for purposes that are not compatible with each
other;

- ensuring the accuracy of PD, its sufficiency, and,
if necessary, its relevance to the purposes of PD
processing. The Company takes the necessary
measures or ensures that they are taken to delete or
clarify incomplete or inaccurate data;

- storage of PD in a form that allows to identify the
PD owner for no longer than the purposes of PD
processing require.

3. Composition of PD processed

3.1. The composition of PD processed in the
Company is established in the list below.

3.1.1. The list of PD of employees processed in the
Company includes: last name, first name,
patronymic; personnel number; nature and type of
work; date of birth; place of birth; citizenship;
gender; knowledge of a foreign language;
profession, qualification, work experience;
information about previous jobs specified in the
employment record book / electronic employment
record book; marital status; level of education;
name of the educational institution where the
education was received, year of graduation,
number of the education document, specialty in the
education document; information about the main
identity document (number, series, date of issue,
name of the body that issued the document,
division code (if available), registration address,
address of residence; phone numbers and other
contact information (including at the place of
work); information about military registration (for
persons liable for military service, persons subject
to conscription for military service: series, number,
date of issue, name of the body that issued the
military registration card, military specialty,
military rank, data on acceptance/removal from the
register and other information); information about
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IOaHHBIE O NPHUHATHM/CHATHH C y4eTra W JpyrHe
CBEJICHNA); CBENICHUS O TPYHNOBOH JeATENHHOCTH
Ha OpeanpuaTHH (HOMEepa W Jarhl [IPUKA30B
(pacmopsxeHui) TIO JTHIHOMY COCTaBY, TPYIOBBIX
JIOFOBOPOB M JOTIOJIHUTENBHBIX COIJIAICHHAN K
HUM, JaTel [pueMa Ha paboTy, u3MeHeHMH
YCJIOBHM TPYHNOBOTO JOTOBOpA, MpPEKPAIEHHUS
TPYAOBOTO JOroBopa, HaNMEeHOBaHUe
NpeNnpHiTHS, CTPYKTYPHOrO NOAPA3AEIeHHU, KO
HoJpasieneHus, MeCcTo paboThl, Kareropus
NepcoHaia, KOX NpOo(eccHH, paspsi, TPYIoBasd
(yHKIMA, HanHYHe CPOKA WCIIBITAHHUS, YCJIOBHA
OIuIaThl TPyZAa, hopMa OmaTel, CUCTEMa OILIATH,
pexxum pabouero BpeMeHH, BPEMEHH OT/bBIXa,
YCIIOBUS TPY/a, KOMIIEHCALIHS 32 TSDKENyHo paboTy
¥ paboTy BO BPEJHBIX M/WIM OINACHBIX YCIOBHSX

TPyZAa, UIMTENbHOCTh U TEPHOA OCHOBHOTO
OTITyCKa H  JOIONMHUTEIHEHOTO OTIIyCKa,
obs3aHHOCTH paboTHuKa, MCIIO/IB30BaHUE

paGouero BpeMeHH, [aHHBIE O TMPOXOJA€ Ha
TEPPUTOPHUIO — BeIXOJe C TeppuTopun ObmiecTea,
CBENCHUS O BBINOJNHEHHBIX paboTax W Jpyroe,
y4YeHasd CTeNe€Hb U Harpajgsl, CBEJEHUI O
rOCYJapCTBEHHBIX M BEJOMCTBCHHBIX HArpajax,
IIOYETHBIX U CIICUMAIBHBIX 3BAHHSX, HOOIPEHHIX
(B TOM uYHCIe HAaWMEHOBAaHUE HIM HA3BAHKE
Harpajpl, 3BaHUA WM TOOLIPEHHUSA, aTa M BUX
HOPMATHUBHOTO aKTa O HArpaXIEHWHM WIA IaTta
NOOWIPEHHS),  CBENEHWsT O  ITOBBILICHHH
KBaMU(UKANUE 1 IPO(PECCHOHATIBHOM IOArOTOBKE
(BIIIFOUas CEPHIO, HOMeD, AaTy BBIAAYH JOKYMEHTA
H  DOBBIIEHUWH  KBanUpUKAIMHA  WIH O
[EePEIOArOTOBKE, HaUMEHOBAHHE %4
MECTONOJIOXKEHHE 06Pa30BATENBHOTO YUPEKACHHS
U JpyTde CBEIEHMs), CBENECHHI O HAIUYHH
HHBAJIUTHOCTH, CBEACHHUS O COMMAIBHBIX JIBIOTAX
M COLMAIBHOM CTaryce (cepus, HOMep, aTa
BbIJIaYM, HAMMEHOBAaHME OpraHa, BBIAABHIErO
JAOKYMEHT,  SBNAIOMIMHCA  OCHOBAHHEM  IUIs
NPEIOCTABICHMS JIBIOT M CTaryca, W JApyrue
ceenenns), CHUJIC, UHH, cremenus o HOMEpe,
CepUM M Jare BBJAYM TPYAOBOHM KHIDKKH,
AO/DKHOCTb, CBelieHHsI © TapudHOi cTaBke
(oxnazme), HanbaBKax, eXEMECAYHOM JOXOZE,
HAYHCIIeHHBIX HAJOraX M CTPaXOBBIX B3HOCAX,
CYMMBI YACPXXaHHH U NEePeYUCIICHHH, MaTepratb
IO aTTeCTAllMH U OLieHKe pabOTHUKOB, CBEICHHUA O
BPEeMEHHOH HETPYAOCHOCOGHOCTH, CBENCHHS O
COCTOSIHHH 3JI0POBhsA; (oTO (B aHAJIOroBOH wu

wipposoit  ¢dopme); HOMEpP  TIEHCHOHHOIO
VIOCTOBEPEHHS M CBEJCHHS O Ha3HAuYSHUH
NICHCHH, HaJIM4ue CYOUMOCTeH (ecin

3aKOHOJaTeNIbCTBOM  Poccuiickolt  Denepaumn
NIPeyCMOTPEHA HEOOXOMMOCTE H BO3MOXKHOCTE

employment at the enterprise (numbers and dates
of orders (decrees ) on personnel, employment
contracts and additional agreements to them, dates
of employment, changes in the terms of the
employment contract, termination of the
employment contract, name of the enterprise,
structural division, division code, place of work,
category of personnel, profession code, grade,
labor function, probation period, terms of payment,
form of payment, payment system, working hours,
rest time, working conditions, compensation for
hard work and work in harmful and / or dangerous
working conditions, the duration and period of the
main leave and additional leave, the duties of the
employee, the use of working time, data on the
passage to the territory — exit from the territory of
the Company, information about the work
performed and other, academic degree and awards,
information about state and departmental awards,
honorary and special titles, incentives (including
the name or title of the award, dignity or incentive,
date and type of the regulatory act on awarding or
date of incentive), information about advanced
training and professional training (including the
series, number, date of issue of the document and
advanced training or retraining, name and location
of the educational institution and other
information), information about disability,
information about social benefits and social status
(series, number, date of issue, name of the authority
that issued the document that is the basis for
granting benefits and status, and other
information), personal insurance policy number
(SNILS), personal tax reference number (TIN),
information about the number, series and date of
issue of the employment record book, position,
information about the tariff rate (salary), wage
premiums, monthly income, accrued taxes and
insurance premiums, the amount of deductions and
transfers, information about certification and
evaluation of employees, information about
temporary disability, information about health
status; photos (in analog and digital form); the
number of the pension certificate and information
about the purpose of the pension; the presence of
criminal records (if the legislation of the Russian
Federation provides for the necessity and
possibility of processing such information in
relation to such category of employees); the bank
account number and bank details; the list of
contraindications to the performance of the labor
function, the details of medical insurance policies,
information about alimony, the personal mobile
phone number; the personal email address, other
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06paboTKH TakWX CBeJEHUM B  OTHOIUECHHH
KOHKpPETHOH KaTeropus pabOTHHKOB); HOMep
GaHKOBCKOTO c4YeTa W  PEKBH3UTHI  OAaHKa;
HEepeYeHb IPOTHBONOKA3aHHH K BBIMOJHEHUIO
TPYZOBOH (YHKIMH, PEKBH3UTHl MEIUIHHCKHX
CTPaxOBBIX I[IOJKMCOB, CBEICHUs 00 AanuMeHTaXx,
HOMEp JIMYHOTO MOOMIBHOTO Tenedona; ampec
JIUYHOM DMEKTPOHHOM [OYTHI, MHbIe JNaHHEIE,
HeoOXomuMmple IS COONMIOJEHHUS  TPYAOBOrO
3aKOHOJATENBCTBA.

3.1.2. Tlepeuens obGpabateiBaeMbix B OGuiectse
IITa poacrBeHHUKOB pPabOTHHMKOB BKIIOYAET B
ceOsi: haMunus, UM, OTUECTBO, CTETICHb POJICTBA,
TOA pPOXAEHUS, HoMep TenepoHa H HMHBIE

KOHTaKTHble JAanHbie. /[l pgereld ©  JMu,
HaxOoOsIDMXCS Ha  IDKAWBEHMH  paboTHHKA,
JOTIOJIHUTENBHO:  CBEAGHHS 00  OCHOBHOM

JIOKYMEHTE, YIOCTOBEpPSIOIeM JMYHOCTE (cepus,
HOMEp, JaTa BhINAuM, BBHIJABIIMH OpraH), aara

POXKIEHUS, MECTO POXICHHA, HHBIE JIaHHEBIE,
HeoOXxomumple [UId  COONMIONSHHS  TPYAOBOTO
3aKOHOJATELCTRA.

3.1.3. Tlepeuenr obpabatpiBaeMbix B OOIecTse
[Nl xaHgUIaTOB Ha 3aMeIleHHWe BaKAHTHBIX
IOOJDKHOCTEH (KaHIUIATOB Ha .TPYyIOyCTpOHCTBO)
BKJTFOUYAeT B ceOs: (amMmims, UMs, OTYECTBO, IIOJI,
TOA  pOXIeHWs, cBeJeHMA 00  OCHOBHOM
JOKyMEHTe, yIOCTOBEPSIOIeM JHYHOCTh (cepus,
HOMep, Jara BbIIa4d, BBbIJABIIMHA OpraH, KOx
TIOIpas/ieNieHys], €ClIM UMeeTcs), AaTa POXKACHMUS,
MECTO  POXKIEHHMS,  TPaXTAHCTBO,  aJpec
perucTpauny, ajpec MeCTa XKHTeIbCTBa; HOMEP
Teste()OHa U MHble KOHTAKTHBIE JaHHBIE, CBEACHUS
06 oOpazoBaHHMM, Y4EHas CTEIICHb W Harpajisl,
CBENleHHs O TPYIXOBOM CT&XKe W NpeIblIyIIeM
omblTe paboThl; HHBIE CBENEHHUA YyKa3aHHBIE
COHCKATEISIMH, CBEAGHHS 00 HHBAJIMIAHOCTH (B TOM
yucie WHIVBUYaJIbHON mporpaMme
peabwmmrauuu, -  HIIP); cBemenua 06
OCBOOOMKICHUH U3 MECT JIMIIeHUsS cBoOoARl (eciu
3aKoHOAaTeNnbcTBOM  Poccuiickoit  Dexepauum
nperycMoTpeHa HeoOXOOUMOCTh M BO3MO2KHOCTb
06pabOTKM TaKMX CBEIGHHH B OTHOLIEHHH
KOHKPETHOH KaTeropuu KaHIMAATOB), WHBIE
JaHHble, HeoOXomumbple Uit COOJNIOAEHUA
TPYZAOBOTO 3aKOHOAATENbCTBA.

3.1.4. Tlepeuenr oOpabarpiBaeMbix B OOImecTse
IT/Tn xnueHTOB BKIIFOUAET B ceOs: haMuus, uMms,
OTYECTBO; I10J1; JaTa POXKISHHMA; MECTO POXKACHHUS;
JaHHBIE IOKYMEHTa, yJOCTOBEPSIOLIEr0 JIUYHOCTB;
afpec  perdcTpauuy; agpec  (GaKTHUECKOro

data necessary to comply with labor laws.

3.1.2. List of PD of relatives of employees
processed in the Company includes: last name, first
name, patronymic, degree of kinship, year of birth,
telephone number and other contact information.
For children and persons who are dependent on the
employee, in addition: information about the main
identity document (series, number, date of issue,
issuing authority), date of birth, place of birth,
other data necessary to comply with labor laws.

3.1.3. List of PD of candidates for vacant positions
(candidates for employment) processed in the
Company includes: last name, first name,
patronymic, gender, year of birth, information
about the main identity document (series, number,
date of issue, issuing authority, division code, if
available), date of birth, place of birth, citizenship,
registration address, address of residence;
telephone number and other contact information,
information about education, academic degree and
awards, information about work duration and
experience; other information specified by the
candidates, information about disability (including
individual rehabilitation program, - IPR); the
presence of criminal records (if the legislation of
the Russian Federation provides for the necessity
and possibility of processing such information in
relation to such category of candidates), other data
necessary to comply with labor laws.

3.1.4. List of PD of clients processed by the
Company includes: last name, first name,
patronymic; gender; date of birth; place of birth;
identity document data; registration address;
address of actual residence; education; phone
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NpOKKUBaHMs; 00pazoBauue; TesteoH (HOMaIHUI,
MOOMNEHEIH);  aJpec  SJEKTPOHHOM  IOYTE,
ceMeiiHOe  moONOXKeHHe;  wmHpopMauMA o
OmwKalIMX PONCTBEHHHMKAX; KOJIMUECTBO AETei;
MeCTO paboThl; JODKHOCTh;, HMH(pOpPMAIMs O
noxonax; HHpopMauus O  COOGCTBEHHOCTH,
BKJIIOYas OOPEMEHEHHsS W OrpaHUYEHMs; JaHHBIE
06 aBTOMOOMIIE, B TOM YHCIIE CTOMMOCTh, CyMMa
Kpenura, gara mokynku, VIN; manuele o panee
npHoOpeTeHHOM aBromobure; JIaHHBIE
BOZIUTEJIECKOTO YIOCTOBEpEHHUS; JlaHHBIe
IaCTIOPTa TPAHCIOPTHOrO CPECTERA.

3.1.5. Ilepeuenr obpabateiBaeMbix B ObmiecTse
[T/ln GmpkafiliuX POACTBEHHHKOB KJIHEHTOB
BKJIIOYaeT B cebs: (aMuims, uMsa, OTYECTBO,
JaHHbIE JOKYMEHTA, YAOCTOBEPSIOUIETO IHYHOCTE,
JaHHBIE BOJIUTENIECKOrO YAOCTOBEPEHUS,;
CBE/IEHHUS O JOXOJaX.

3.1.6. TlepeuyeHr o6pabateiBacMeix B ObiecTBe
ITJx mnoceruteneid caiita BKIIOYaeT B cebs:
dbamunus, MM, OTY4ECTBO; ajpec SNEKTPOHHOM
NOYTEL; TeNe(oH; AaHHbIe 00 aBTOMOOKIE KIUEeHTa
(Mapka, rom BhINycKa, MOJENb, MpoGer, LBET);
«cookiesy.

3.1.7. TlepeueHr oOpaGatsiBaeMbix B O6LIeCTBE
IT/Tn napTHepoB BrIIOYaeT B cebs: haMUIns, UM,
OTYECTBO; I1011; 1aTa POXKASHHUS; MECTO POKACHHS;
JaHHbBIC NOKYMEHTA, YAOCTOBEPSIOMIErO INYHOCTE,
ampec  perucTpanuM;  azpec  (HaKTHYECKOro
NpOXKUBaHus; obpasoBaHue; TenedoH (qoMamHuH,
MOOHIBHEI); ajpec 3JIEKTPOHHOM HOYTHI;
ceMeiiHOoe  mojoxeHWe;  mHpOpMamA O
OmwKalIIEX PONCTBEHHUKAX, KOJMYECTBO NETeil;
MeCTO paGoThl; JOKHOCTH, HHpOPMALMI O
moxorax; uHpopMaLus O  COBGCTBEHHOCTH,
BKJIIOYass OOpPEMEHEHUS W OTPaHWYEHHS, [aHHBIE
CyNeOHBIX Mel C y4acTHeM MAapTHepa; JaHHbIE
HCTIOTHUTENIBHBIX NPOM3BOACTB IO MAPTHEPY;
IaHHbIe 00 aBTOMOOWMIIE, B TOM YHCIIE CTOMMOCTS,
CymMMa Kpeaura, gata noxynku, VIN; maHHbIE O
paHee TPHOOPETEHHOM aBTOMOOHMIIE, [aHHBIE
BOJMUTEIHCKOrO YIOCTOBEPEHUS; JlaHHbIE
HacHopTa TPAHCIIOPTHOTO CPEACTBA.

3.1.8.  OO6wectso mMeer npaBo Ha 06paGOTKY
OuoMeTpuYecKHX JaHHBIX.  IIpeocTaBiicHue
6uomerpuyeckux IIJlu  He MoxkeT GbITh
00s3aTeNbHBIM, 32  MCKIIOYEHHMEM  CIydaes,
OpPEelyCMOTPEHHBIX  (eAepaabHbIM  3aKOHOM.
O6mecTBo  He  BOpaBe  OTKA3bIBATh B
oGCITy:KMBAHMH B CIydae OTKasa cybwekra I1[[u

(home, mobile); email address; marital status;
information about closest relatives; number of
children; place of work; position; income
information; property information including
encumbrances and restrictions; car data, including
cost, loan amount, date of purchase, VIN; data
about previously purchased car; driver’s license
data; vehicle passport data.

3.1.5. The list of PD of'the next of kin of the clients
processed in the Company includes: last name, first
name, patronymic; data of the identity document;
data of the driver’s license; information on income.

3.1.6. List of PD of site visitors processed by the
Company includes: last name, first name,
patronymic; email address; phone number; data
about the client’s car (brand, year of manufacture,
model, mileage, color); “cookies”.

3.1.7. List of PD of partners processed by the
Company includes: last name, first name,
patronymic; gender; date of birth; place of birth;
identity document data; registration address;
address of actual residence; education; phone
(home, mobile); email address; marital status;
information about next of kin; number of children;
place of work; position; income information;
property information including encumbrances and
restrictions; data from court cases involving a
partner; data of enforcement proceedings for a
partner; car data, including cost, loan amount, date
of purchase, VIN; data about previously purchased
car; driver’s license data; vehicle passport data.

3.1.8. The Company has the right to process
biometric data. The provision of biometric PD may
not be mandatory, except in cases provided for by
federal law. The Company shall not be entitled to
refuse service in the event that the PD owner
refuses to provide biometric PD and (or) consent to
the processing of PD, if, in accordance with federal
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npejfocTaBuTh buomerpuyeckue [1/1H u (unm) nate
cornacue Ha obpaborky II[H, eciu B
COOTBETCTBMH C  (peepalibHBIM  3aKOHOM
noTydeHHe OOIIeCTBOM corjiacHs Ha 00paboTKy
I1/11 He apAeTcs 00A3aTEIBHBIM,

3.1.9. Ob6paborka crienuapHbIX Kareropuii [1/1H,
Kacaromuxcs pacoBoii, HAlMOHAJILHOH
TIPUHAUISKHOCTH,  TOJUTHYECKHX  B3IVISAJIOB,
penurno3neix win  ¢uwiocodckux  yOekaeHui,
MHTHUMHOM KHZHA ObmecTBOM HE
OCYIIECTBIIIETCS.

4. Ilesu oopadorku [ITn
4.1. IT1[u pabotHuKoOB 00pabaThIBAIOTCSA B LEIIX:

° CO6J‘I]‘OJICHI/ISI 3aKOHOB M MHBIX HOPMAaTHBHBIX
IIPpABOBBIX aKTOB,

° COHeUCTBUA PabOTHUKAM B IMPOABKIKEHHH II0
ciyxoe;

° BEACHHW ACIIOIIPOU3BOACTEA,

°  OCYHIECTBJIICHHS  BHJOB
NPEeTyCMOTPEHHBIX Y CTaBOM;

[EATENILHOCTH,
° cobnromeHuss TpeOOBaHHM  TPYyHOBOrO M
MUIPALMOHHOTO 3aKOHOAATE IBCTBA,

° ohopMITEHHST METHULIMHCKHAX OCMOTPOB;

° pacyera M BBIIUIATHI ITOCOOMH IO BpPEMEHHO
HeTPYAOCIIOCOOHOCTH;

°  onpejeseHHs
TPYOBOH (yHKIHH,

BO3MOXXHOCTH  BBIIIOJTHCHUA

° KOHTPOJISt KOJIMYECTBA U KaYeCTBa BHITIOJIHAEMOIA
paboThI;
* ofecrieyeHHs: COXPaHHOCTH UMYLIECTBa,;

° BEIEHMA KaJpOBOro ydera, OyXrajarepckoro
yuera;

e obecrieuenus JIRYHOHA 0e3011aCHOCTH

pabOTHHKOB;
° BEJICHUS €IMHOTO CIIPABOYHHKA COTPYIHUKOB;

° oopmnieHNs OelpKell 1 BU3WTHBIX KAPTOUeK;

law, obtaining consent to the processing of PD by
the Company is not mandatory.

3.1.9. The Company does not process special
categories of PD related to race, nationality,
political views, religious or philosophical beliefs
and intimate life.

4. Purposes of PD processing
4.1. Purposes of processing PD of employees:

e compliance with laws and other normative legal
acts;

» promotion of employees;

» keeping Company’s records;

* implementation of activities stipulated by the
Charter;

» compliance with labor and migration law
requirements;

» paperwork for medical examinations;

» calculation and payment of temporary disability
benefits;

° determining the possibility of performing work
function;

» monitoring the quantity and quality of performed
work;

* ensuring the property safety;

* maintaining personnel records, accounting;

» ensuring employees personal safety;

 maintaining a unite directory of employees;

e badges and business cards preparation;



* obecreyeHHe POIYCKHOTO PEXKUMA.

42. Ilemu obpaGorku II[lH KaHIUAATOB Ha
TPYIOYCTPOHCTBO:

° coOmoaeHne HOPMAaTHBHBIX IPABOBEIX AKTOB
Poccuiickoit Denepaniu, JJOKaIbHBIX AKTOB;

* COHEHCTBUE B TPYHOYCTpoiictBe u BEIGOpE
NOAXOAANIEH JODKHOCTY;

° IOIEPIKKA CBI3H C KaHAUIaTaMHU;

° BKJIIOYEHHUE B KaJpOBBIil peseps.

4.3. Llenm obpa6otku IT{H KIHEHTOB:

° OCYLIECTBJICHHE CBSI3H C KIIHEHTOM;

° [IpUeM Xasio6 U NpeaioKeHH;

* TMPOZABIKCHHUE TOBAPOB, YCIIYr HA PHIHKE MyTeM
OCYILIECTBJICHHUS NIPSMBIX KOHTAKTOB ¢ KITHEHTOM C
HOMOIIBIO PA3IHYHBIX CPEACTB CBA3H;

° BBITIOJIHEHHAES OOTOBOPHBIX OGHB&TGIII:CTB;

° O(QOpMIICHHE CTPaxXOBBIX HPOAYKTOB, B TOM
yuciie nomcos KACKO, OCAT'O u T.4.;

* oopMIIEHHE KPEeIHUTOR;

* TMPENOCTaBICHUE YCAyr TIIO0 rapaHTUHHOMY
00CITY>KHBaHHIO aBTOMOGHUITEIT;

* IPOBEJCHHE MAaPKETHUHTOBBIX IIPOrPAMM;

* INpPOBEJEHWE CTATHCTHYECKHX MCC/ICHAOBAHHI,
UCCIICIOBAHMH, HANpPaBJIEHHBIX HA Y/IydlIeHHE
KQueCTBa MPOAYKIMH U YCIIYT;

° PacchUIoK MHGOPMALMY PEKIAMHOTO XapakTepa
(lpm  HamMuMM  OTHENHEHOrO  MHUCHMEHHOIO
COIJIacHs KJIMEeHTa).

4.4. Ilenu obpabotku I]IH nocerureneii caiira:

* MHQOPMHUPOBAHHE O BO3MOKHOCTH IPHHSTE
y4acTHe B aKUUsX, HCCIENOBAHHUAX, ONPOCaX;

° OCYUICCTRJICHUE 06paTHOFO 3BOHKa,

° HpefocTaBiieHHe noctyna cyobekty I x

* ensuring access control.

4.2. Purposes of processing PD of candidates for
employment:

 compliance with regulatory legal acts of the
Russian Federation, internal regulations;

* assistance in finding employment and choosing a
suitable position;

e communication with the candidates;

« inclusion in the personnel reserve.

4.3. Purposes of processing PD of the clients:

* communication with a client;

e receiving complaints and suggestions;

* promotion of goods and services on the market by
making direct contact with customer using various
ways of communication;

* performance of contractual obligations;

* registration of insurance products, including
CASCO (fully comprehensive insurance), OSAGO
(compulsory civil liability insurance for vehicle
owners), etc.

* loans processing;

* provision of services of warranty maintenance of
vehicles;

* conducting marketing programs;
* conducting statistical research, research aimed at

improving the quality of products and services;

* distribution of advertising information (subject to
the client's separate written consent).
4.4. Purposes of processing PD of site visitors:

* informing about the possibility to take part in
promotions, research and surveys;

» callbacks;

* providing PD owner with access to the services,
9



cepsucaM, uHPOpPMALMK W/WIH MaTepuajiaM,
cofiepxaniaMes Ha BeO-caiitax O6mecTsa;

* pacchlIoK MH(OpMaLUK PeKIaMHOTO XapaKkTepa
(npy  HAMMYMM  OTHENBLHOTO  ITHCBMEHHOI'O
COIJIacHs MOCeTHTeIs caifta);

° peasTM3alys TOBAPOB M YCIYT ¢ IOMOLIBIO caliTa.
5. Tlonyuenne II/ln ot cyGnexra I1/In

5.1.  O6paborka IIJIlH ocymecTBuseTcs ¢
coboneHueM TIPHHIMIIOB 7§ NIpaBHI,
npeaycmotpeHHbix DenepanbHbIM 3aKOHOM OT 27
urosia 2006 r. Ne 152-03 «O mepcoHATBHBIX
JAHHBIX».

5.2. Cornacue Ha o6pabotky [1/In mosmKHO GBHITH
KOHKPETHBIM, MpPEeIMETHBIM, UH(POPMUPOBAHHBIM,
CO3HATeJIbHBIM M ONHO3HAYHBIM, B JIEOOOH
MO3BONSIONIEH ITOATBEPAUTE (HaKT ero MoNy4eHUs

bopwme.

5.3. B cmyuae nHepeecniocobHocTH cyOnekta [1/[H
cornacHe Ha oOpabotky ero II/lH Oepetcs y
3aKOHHOTO mpeacTaButens cyopexrta [1/1x.

5.4. B cmyuae cmeptu cyobekra I1/]H cornacue Ha
obpabotky ero I[IJIH Oepercs y HacneJHUKOB
cyowsekta I1/IH, ecnu Takoe corjacue He OBLIO
nano cyosexroM [1/1H npu ero >xu3HU. ‘

5.5. B ciayyae mony4eHus coriacus Ha 06paboTKy
[/lu  or npeacraButens cyovexkra [1JIu
IIPOBEPSIFOTCS TIOJTHOMOYMS JAHHOTO
MpeICcTaBUTeNll Ha Jady corjacus OT HMEHHU
cyonexta [1/]H.

5.6. Jlonyckaetcs BKIIOYEHHE COracks CyObeKTa
Il B mHCHbMEHHOM BUJE HENOCPEACTBEHHO B
TMOKYMEHT, 3arofHdgeMblit cyobekroM I[1H wnn
MoJroTaBnuBaeMblid s cyobekra I1/[H (aHkera,
OTIPOCHBIH JIUCT, COTJIallieHue, JOTOBOp U T.1.).

5.7. Co6op IIIH ocymecTBisercs pabOTHUKAMH
OO1ecTBa B COOTBETCTBUH C MX JOKHOCTHBHIMH
0053aHHOCTIMH.

5.8. B HUCI[s O6mecrea [1/{n 3anocsarcs
paboraukamm  OOmiectBa Ha  OCHOBaHHMH
JIOKYMEHTOB, TIPeABbSBISIEMBIX cyOBeKTOM

IT/Ts/3axoHHbBIM TipeacTaBuTeneM cyonbexra [111H,
WIH Ha OCHOBAaHHM 3arOJIHAEMBIX CyOBEeKTOM
IT/Tn/3axonnsiM TpecTasuteneM cyonekra [1/IH

information and/or materials contained on the
websites of the Company;

» distribution of advertising information (subject to
the visitors' separate written consent);

» sale of goods and services using the site.
5. Receiving PD from PD owner

5.1. PD processing is carried out in compliance
with the principles and rules provided for by
Federal law No. 152-®3 of July 27, 2006 “On

personal data”.

5.2. Consent to the processing of PD must be
precise, specific, informed, conscious and
unambivalent, in any form that allows to confirm
the fact of its receipt.

5.3. In case that PD of legally incapable person,
consent to the processing of PD is able to be taken
from the legal representative of PD owner.

5.4. In case of death of the PD owner the consent
for PD processing is taken from the heirs of the PD
owner if such consent has not been given by the PD
owner during his/her lifetime.

5.5. If representative of a PD owner consents to
the processing of PD, the representative’s authority
to give consent on behalf of the PD owner shall be
checked.

5.6. It is allowed to include the consent of the PD
owner in writing directly in the document to be
filled in by the PD owner or prepared for the PD
owner (questionnaire, agreement, contract, etc.).

5.7. PD collection is carried out by employees of
the Company in accordance with their official
duties.

5.8. In PDIS of the Company, PD is filled by
employees on the basis of documents submitted by
data owner/legal representative of the data owner
or on the basis of filled in by the data owner/legal
representative of data owner of the documents
(forms, questionnaires).
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JIOKYMEHTOB (aHKETBI, OMPOCHBIE JIUCTHI).

5.9. B caywasx, xorma npemoctasinenve I1J[n
ABNAeTCS 00s3aTeNbHBIM B COOTBETCTBHH C
DenepanbHbIM 3aKk0HOM oT 27 mronsa 2006 r. Ne
152-®3 «O mepcoHaNBHBIX JNAHHBIXY, CYOBEKTY
IIIn/npencrapureno cyOBeKTa 11 n
Pa3BACHAIOTCS IOPUANYECKUE TIOCIEACTBIA OTKA3a
npenocTaBuTh ero I1J[u u (Win) nate coriacue Ha
ux obpaborky. ®opma «PazpsicHeHHs1 CyOBEKTy
[EpPCOHANTBHBIX JAaHHBIX IOPHIUUECKHX
TOCIEACTBHN  OTKa3za  IPeAOCTABUTH  CBOM
[EePCOHAILHBIE JAHHEIEY» YTBEPIKIAETCS IPUKA3OM
rexepajipHoro aupekxropa Obuiectsa.

6. Ilopagox o6padorku IJin
6.1. O6u1ecTBO UMeeT MpPaBo:

— mony4yate oT cybwekra I1J[n mocroBepHbie
MHOOPMALIMIO W/HIH HOKYMEHTHI, COep:Kallye
11 0m;

— B Cllydae oT3hIBa cyObexTom ITJIH cornacus Ha
o6paborky IT[IH OGuiecTBO BIpaBe HPOAOKUTH
obpabotky I1[Tu 6e3 corntacus cy6nexra I/ npu
HAJIMYHH OCHOBAaHHIA, YKa3aHHBIX B
3aKoHojarenbeTae o I1]Tu;

— CaMOCTOATENILHO ONPEAEIIATH COCTAB U TIEPedYeHb
Mep, HEOOXOMUMBIX W  JOCTATOYHBIX  JUId
obecneyeHns  BBIIONHEHUS  0OA3aHHOCTEH,
NPeyCMOTPEHHbIX 3aKOHOHATENbCTBOM O I1JTH.

6.2. O6uiecTBo 0043aHO:

~ TpenocTapiaTs cyorexty I1JIH mo ero npockGe
MH(OpMaNKIO, Kacarolryiocs o6paborku ero I1]Tx;

— opranu3oBeiBaTh 06pabotky I1JIH B mopsake,
YCTaHOBJIIEHHOM JECHCTRYIOUIHM
3aKoHozaTeNnbCTBOM Poccuiickoit ®enepanum;

— OTBEYaTh Ha OOpalleHHs B 3aIpocsl CyOLEKTOB
Il ¥ MX 3aKOHHBIX IIPEACTaBUTENEH B
COOTBETCTBHU C TPEOOBAHUAMHY 3aKOHOIATENBLCTRA
o I11m;

~ €0061aTh B YIOJHOMOYEHHBIN OPraH I10 3aIUTe
npas cybsexros I1]In mo 3ampocy storo oprana
HEeOOXOANMYIO HHOPMALIHIO;

- my6HMKOBATh MM MHBIM 00pa3oM 06ecTeunBaTh
HEOTpPaHMYEHHBIH  JOCTYH K  HacTosmeil

5.9. In cases when the presentation of PD is
mandatory in accordance with Federal law No.
152-03 of July 27, 2006 “On personal data”, the
PD " owner/representative of the PD owner is
explained the legal consequences of refusing to
provide his / her PD and (or) consent to their
processing. The form “Explanation to the personal
data owner the legal consequences of refusing to
provide their personal data” is approved by the
order of General Director of the Company.

6. Procedure for PD processing
6.1. The Company has the right to:

- receive from the PD owner reliable information
and / or documents containing PD;

- if the PD owner withdraws consent to the
processing of PD, the Company has the right to
continue processing PD without the consent of the
PD owner if there are grounds specified in the
legislation on PD;

- independently determine the composition and list
of measures necessary and sufficient to ensure the
fulfillment of the obligations provided for by the
legislation on PD.

6.2. The Company is obliged to:

- provide the PD owner, at his request, with
information concerning the processing of his/her
PD;

- organize the PD processing in accordance with
the procedure established by the current legislation
of the Russian Federation;

- respond to requests and inquiries from PD owners

and their legal representatives in accordance with
the requirements of the legislation on PD;

- inform the authorized body for the protection of
the rights of PD owners, upon request of this body,
of the necessary information;

- publish or otherwise provide unrestricted access
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Toautuke;

— IpWHHMMAaTh NpPaBOBBIe, OpPTaHM3ALMOHHEIC H
TeXHHUYeckue Mephl nna  zamurel  [I[H  oT
HEIIPaBOMEPHOTO MJTH CITYYaiHOTO JIOCTYIIA K HUM,
YHMUTOXKEHHUS,  H3MCHEHHUs,  OJOKUPOBAHHS,
KOTIHPOBAHMS, MPeIOCTABICHNUS,
pacnpoctpanenus IIllH, a Taloke OT HHBIX
HEIpaBOMEPHEIX JieficTBuii B oTHOMIeHUH [1/]H;

— IPEeKpaTuTh Mepejady (paclIpocTpaHeHue,
npenocrapyiesue, poctyn) IIJ[H, mnpekpatuts
06pabotky W yHuuTtoXuTh I[IJlH B mopsanxe u
CiayYasX, NPeayCMOTPEHHBIX 3aKOHOAATENbCTROM
o Il 1m;

- UCIIONHATD UHEIE 06s3aHHOCTH,
IpeayCMOTpPEHHbIE 3aKOHOAaTeNbCcTBOM O T1/1H.

6.3. Cybmwexrtsl [1/]0 umeroT npago:

— rmonyyarb  HH(OPMAIHIO,  KacaroIyrOCs
obpabotku ux I1/lH, 32 HUCKIIIOUEHHEM CITyyaes,
NPeAYCMOTPEHHBIX (eepaTbHbBIME  3aKOHAMH.
Ceegenuss npegocTaBasiores cyobekry I1u
ObmecteoM B HocTynmHOM (opMe, U B HHX He
JIOJDKHBL conepxkarbess I1/IH, oTHOcAIHecs K
apyrum  cyovextam IIJIH, 3a HCKITIOYCHHEM
CIIydaeB, KOFAAa HMMEIOTCS 3aKOHHBIE OCHOBAHMS
g packpeltus  Takux  IIJH.  Tlepeuens
uHpOpMaLMM W TOPSANOK €€  IOJYy4YeHHs
yCTaHOBJIEH 3aKoHoaaTenbseTBoM o [1]1H;

—TpeboBatk ot ObuiectBa yrounenus ero [0, ux
OJIOKMPOBAHUS MIIM YHUUTOXEHHUS B ClIydae, eciiu
TI/JH ABHAIOTCA HEHOONHBIMH, YCTapeBLIMMH,
HETOYHBIMH, HE3aKOHHO IIOJyYeHHBIMHU MIM HE
SIBJISIIOTCST HEOOXONUMBIMH U1 3asiBIEHHOH Lienu
00paboTkH, a TaKKe IPUHUAMATH
NpeIyCMOTPEHHBIE 3aKOHOM MEphl IO 3aluTe
CBOMX IIpaB;

—  BBUIBHIaTh  YCJIOBHE  IPEABAPUTEIHHOTO
cormacust npu obpaborke II[[lH B wensx
IIPO/IBIDKEHHS! Ha PHIHKE TOBAPOB, paboT U YCIIyT;

— Ha OT3bIB corsacus Ha obpabortky IT[IH;

— o0aoBaTh B YNOJHOMOYEHHHIHl OpraH IO
samure npaB cyowexkroB I1JIH mam B cyne6HOM
NOpSAKE  HENpaBOMEpHble  JeHCTBHS — WIH
6eznetictBue ObmecTra npu obpaborke ux I1/H;
- Ha OCYLIECTBIICHH®

HHBIX fpas,

to this Policy;

- take legal, organizational and technical measures
to protect PD from unauthorized or accidental
access to it, destruction, modification, blocking,
copying, provision, distribution of PD, as well as
from other illegal actions in relation to PD;

- stop the transfer (distribution, provision, access)
of PD, stop processing and destroy PD in the
manner and in cases provided for by the legislation
on PD;

- fulfill other obligations provided for by the
legislation on PD.

6.3. PD owners have the right to:

- receive information related to the processing of
their PD, except in cases provided for by federal
laws. The information is provided by the Company
to the PD owner in an accessible form, and it
should not contain PD related to other PD owners,
except in cases where there are legal grounds for
the disclosure of such PD. The list of information
and the procedure for obtaining it is established by
the legislation on PD;

- require the Company to clarify their PD, block or
delete them if PD is incomplete, outdated,
inaccurate, illegally obtained or is not necessary for
the stated purpose of processing, as well as to take
measures provided for by law to protect their
rights;

- to put forward the condition of prior consent when
processing PD in order to promote goods, works
and services on the market;

- to withdraw consent to PD processing;

- appeal to the authorized body for the protection
of the rights of PD owners or in court against the
illegal actions or inaction of the Company in the
processing of their PD;

- perform other rights provided for by the
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IIPEeYCMOTPEHHBIX
Poccuiickoii @enepaiyu.

3aKOHOJATEIbCTBOM

6.4. Cy6pexts [1/TH 06s3anbL:
— mnpenoctaBnaTe  OOIIECTBY — JIOCTOBEPHEIE
JaHHBIE O cebe;

— coobmars, OO6mectsy 006  yTOUHEHHH
(obnopnenun, nsmMenenun) ceoux I1/H.

6.5. Jluna, nepejaBIIHe O61ecTBy
HEJIOCTOBEPHBIE CBeIeHHs O cebe, MMbo CBeeHNS
o gpyroMm cybbexkre IIJld Ges cornacus
TOCHEHEr0,  HECYT  OTBETCTBEHHOCTh B
COOTBETCTBHH ¢ 3aKOHOZATeNnbCTBOM Poccuiickoi
Denepauyn.

6.6. OpraHM3alMI0 U KOHTPOJE 33 COCTOSHHUEM
npouecca obpaGorku Il B  OOmectse
OCYILCCTBJISET OTBETCTBEHHBIH 32 OpraHM3ailhio
obpaborku IT/]x.

6.7. Bce pabGOTHHKH, KOTOPEIM B CBS3H CO
CiTyX€OHBIMI  (JOJDKHOCTHBIMH) OOS3aHHOCTAMH
HeoOxomuM nmoctyn K IIJIH, 3amomHsiOT u
noamucsiBaioT «O653aTeNIbCTBO O HEPA3IIaILEHHH
vHGOpMALMK OTPaHHMYEHHOr0 HOCTYMa», (hopMa
KOTOPOTO YTBEPHKIAETCS NPUKA30M IeHEPaIbHOIO
nupexropa Obmectsa.

6.8. Jloctyn pa6orrukor k I1JIa ocymecTrisercs
Ha OCHOBaHHHU «ITepeuns JOJBKHOCTEH
paboTHHKOB, 3aMeILeHue KOTOPBIX
NpelyCMaTpHBAeT OCYLIECTBICHHE 00paboTKH
nepcoHanbHbIX AaHHBIX B OO0 «Canpaiis Ipymmy,
YTBEPKAAEMOTO TIPHKA30M T€HEePaJILHOI'O
papekropa  O6mectBa. Joctyn x  IIJIm
pabOTHMKOB, 3aMEINAIONIMX  JO/DKHOCTH, He
yKa3aHHbIE B TIEpPeYHe, 3alpelleH.

6.9. JHocTynm paGOTHUKOB B NOMELICHHS, B
KOTOPbIX BefETCs obpaboTka I H,
OCYILIECTBIISIETCSA B COOTBETCTBUM ¢ «IIpaBunamu
AOCTyna paGOTHHMKOB B MOMEIUCHHUS, B KOTOPBIX
Benercas 00paboTka TMepCOHANLHBIX JAHHBIX B
000 «Campaiis TI'pynm», yTBEPKISHHBIMH
'TIPUKA30M reHepaabHoro qupexropa O6mecTsa.

6.10. Pa6oTHuku ocymecTeisoT 06pabotky I1/Tx
B UCIIJla B coorBerctBud ¢ «MHcTpyKumeit
TONIB30BaTEIIS HH(POPMALHIOHHBIX cHcTeM
nepcoHaneHEIX AaHHbBX OO0 «Canpaiiz I'pymimy,
yTBEpIKIaeMOM IPUKA30M TeHEPAIBHOTO

legislation of the Russian Federation.

6.4. PD owners are obliged to:

- provide the Company with reliable data about
themselves;

- inform the Company about the clarification
(update, change) of their PD.

6.5. Persons who have provided the Company with
false information about themselves or information
about another PD owners’ data without the latter of
consent are liable in accordance with the legislation
of the Russian Federation.

6.6. The organization and control over the PD
processing process in the Company is carried out
by the person responsible for the organization of
PD processing.

6.7. All employees who need access to PD in
connection with their official duties must fill out
and sign the “Obligation of non-disclosure of
restricted access information”, the form of which
shall be approved by the order of General Director
of the Company.

6.8. Employees’ access to PD is based on the “List
of positions of employees authorized to process
personal data in Sunrise Group LLC”, approved by
the order of the General Director of the Company.
Access to PD for employees whose position is not
specified in the list is prohibited.

6.9. Employees’ access to the premises where PD
is processed is carried out in accordance with the
“Rules for employees’ access to the premises
where personal data is processed in Sunrise Group
LLC”, approved by the order of the General
Director of the Company.

6.10. Employees process PD in PDIS in
accordance with the “Instructions of the user of
personal data information systems of Sunrise
Group LLC”, approved by the order of the General
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mupextopa ObuiecTra.

6.11. B nensx obecreueHus €AUHOTO MOPSIKA
paccMOTpEHHs 3arpocoB cyobektoB I1JIH win ux
IpeAcTaBUTENed Ha NOCTYH K obpabaThiBaeMBIM
I10n cyonexra [1J{n B UCIIIH, OTBETCTBEHHEIHA 33
opranuzaimoo obpabortku I1J[# pykoBoacTByercs
«[IpaBunamMu paccMOTpeHHS 3aIPOCcOB CYOBEKTOB
NEPCOHANBHBIX  NAaHHBIX, YbH II€PCOHAJIbHBIC
JaHHele oOpaOateBarorcss B OO0 «Canpaiis
I'pynm», yTBepKIaeMbIMU IPUKa30M
reHepagpHOro  aupexkropa  OOmectBa, U
ocymiecTBisieT BeneHue <«OKypHana perucrpaunu
obpameHuii CyOBEKTOB IEPCOHANBHBIX JAHHBIX,
YbH TEPCOHAILHBIE JaHHbIE 00pabaThIBalOTC B
000 «Canpaiiz I'pymm», ¢opma KOTOpOro
YTBEp)KIAeTCs NPHKA30M FEHEPATTLHOTO
nupexTopa Ob1ecTsa.

6.12. PaGora cO CHEMHBIMH MAaLMHHHBIMH
Hocutensamu [Iu B MCII[n ocymecteiserca B
coorBercrBun ¢ «llopsoxom oOpamenus co
CHEMHBIMHU MalIMHHBIMH HOCHTEJISAMHU
MEPCOHATBHBIX HaHHBIX B HH(YOPMAaLOHHBIX
cHucTeMax nepconanbHeix nanusx OO0 «Canpaiiz
I'pynm», yTBepakIaeMbIM NPHKAa30M FEHEPaIbHOIO
nupexropa OOmiecTBa.

6.13. Xpanenuwe I/l ocymecrensiercs He
JOJIBILIE, €M BTO HEOOXOAHUMO U1 uX 00paboTku
B LIENAX, JUIS KOTOPBIX OHH ObutH cobpansl. Tlo
IocTIKeHuH uenei oopaborku, I1/TH nepenarores
Ha apXHuBHOE XpaHeHHe B MopsIKe,
YCTaHOBJIEHHOM 3aKOHOJAaTeabcTBOM Pocculickoit
®enepatuy, aUO0 YHHYTOXKAIOTCA, €CIH MX
aApXHBHOE XpaHEeHUE He TpedyeTcd.

6.14. OOmecTBO 10 Hadana OCYIIECTBICHHS
TpaHcrpanuuHoit mepepmaun [l obs3aHO
ybenutecs B TOM, YTO  WHOCTPaHHBIM
rOCyapCTBOM, Ha  TEPPUTOPUIO  KOTOPOro
MpeAarnoaraeTcs ocyiecTBasTe nepegaudy I1/1H,
ofecrieunBaeTcsl ~ HaAeXHasg  3aliuTa  1paB
cyopektoB I1/IH.

6.15.  Tpancrpanuunas
TEpPUTOPUY  HHOCTPAHHBIX TOCYJapCTB, He
OTBEYAIOIMX BEIIIEYKA3aHHBIM  TPeOOBaHHUAM,
MOJKET OCYLIECTBIATHCS TONBKO B CIIydae Hau4us
corJylacus B nucbMeHHoH gopme cyobekta [1/1H Ha
TpaHCTpaHWYHYIO mepegady ero [1JlH wwm
HCTIOTHEHHUsI  JIOTOBOPA, CTOPOHOH  KOTOPOro
apiseTcs cyosext I1JTH.

nepefada I1/ln ma

Director of the Company.

6.11. In order to ensure unified procedure of
consideration of requests of PD owners or their
representatives to access PD processed in PDIS, the
person responsible for the organization of
processing PD is guided by the “Rules of Handling
of requests by personal data owners whose
personal data are processed in Sunrise Group LLC”
approved by the order of General Director of the
Company , and shall maintain the “Register of
requests of personal data owners whose personal
data are processed in Sunrise group LL.C”, the form
of which is approved by the order of the General
Director of the Company.

6.12. The work with removable machine carriers
of PD in PDIS is carried out in accordance with the
“Procedure for handling removable machine
carriers of personal data in personal data
information systems of Sunrise Group LLC”,
approved by the order of the General Director of
the Company.

6.13. The PD is stored for no longer than it is
necessary for their processing for the purposes for
which they were collected. Upon reaching the
processing goals, PD is transferred to archival
storage in accordance with the procedure
established by the legislation of the Russian
Federation, or destroyed if their archival storage is
not required.

6.14. The Company, before the start of the cross-
border transfer of PD, is obliged to make sure that
the foreign state to which the transfer of PD is
supposed to be carried out provides reliable
protection of the rights of PD owners.

6.15. Cross-border transfer of PD on the territory
of foreign states that do not meet the above
requirements may be carried out only if there is a
written consent of PD owner to the cross-border
transfer of his/her PD and/or the performance of the
contract to which the PD owner is a party.
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6.16. OO6mecTBO ocymiecTBIIsIET CGOp, 3amUCh,
CHCTEMAaTH3aLHIO, HaKOIUICHHE, XpaHeHHe,
YTOUHEHHE (obHoBIEHME, H3MEHEeHHe),
H3BJICUYCHHE, HCIIONB30BAHKE, nepenauy
(pacnipocTpaHeHye, INPeNOCTABJIEHUE, IOCTYIT),
obGe3nuuuBaHUe, OJOKUPOBAHHE, yhalleHHE U
yaugtoxxenue [1/1H.

7. Ilopyuenue o6padorku ITIn

7.1. O6paborka [1/]H MoXKeT OpyH4aThes APyroMy
JIMILy TOJBKO ¢ cornacust cyOwnekTta IIIIH, ecim
HHOE HE NPEAyCMOTPEHO (eepaibHBIM 3aKOHOM.

7.2. O6pabotka [1/[# MoXeT IOpyYaThCs APYroMy
JIMLY TOJIHKO Ha OCHOBAHHH 3aKJIFOYAEMOTO ¢ ITHM
JHMLOM  JIOTOBOPa, TIOCYJApCTBEHHOIO MU
MyHHULIUITAJIBHOTO KOHTpaKxTa, HIPHUHSTOTO
FOCYA2pPCTBEHHBIM WJIH MyHHLUIIATEHBIM OPraHoM
akta (nanee — «Ilopyuenne omepatopay).

7.3. B Ilopyuenuu omeparopa JOMKHEI OBITh
OIpEeeNCHEBL:

- lepeyeHs AeicTBui (onepanuii) ¢ I1/Iu, koTopsle
OyIoyT COBEpINATECS JIMLOM, OCYINECTBISIOLIAM
obpabotky I1/Ix;

- nesu obpaboTku [T]Tw;
- cpoku obpaboTtku I111H;

- OOS3aHHOCTH YKA3aHHOIO JIMIA COGIIOIATH
koHQuIeHIManmsHocTs IIJJH u  obecrieynBaTsh
6ezomacHocTk IT/IH npu ux o6paboTke;

- TpeGoBauusa K 3ammre o6pabarsizaemeix IT/H B
COOTBETCTBMM €O cTathedl 19 ®Denepansuoro
sakoHa Ne 152-03 ot 27 wmrona 2006 r. «O
TIEPCOHANBHBIX JAHHBIX);

- OTBETCTBEHHOCTh YKa3aHHOTO JIMLA Mepen
O6GmecTsoM.

7.4. Jlauo, ocymectsnstomee o6pabotiy IT/IH o
nopyuenuto  ObmiectBa, 00s3aHO coOMOIATH
NpUHIMIBL W npaBuga  obpabotku  I1]1H,
npemycMoTpeHHEle DefepanbHBIM 3aKOHOM Ne
152-®3 ot 27 mons 2006 r. «O nepcoHATBHBIX
nanueix». Ilpy sTOoM panHoe nmo He 06s3aHO
noiry4ats cornacue cybwexra IIJIn Ha oGpaboTky
ero [1/Tx.

75. B cnyuae, ecnum OOwectBo mopydaer
obpabotiy I1lH ApyroMy JuIly, OTBETCTBEHHOCTS

6.16. The Company collects, records, systematizes,
accumulates, stores, clarifies (updates, changes),
extracts, uses, transfers (distributes, provides,
accesses), depersonalizes, blocks, deletes, and
destroys PD.

7. Entrustment for PD processing

7.1. Processing of PD is entrusted to another
person only with the consent of the PD owner,
unless otherwise provided by Federal law.

7.2. PD processing is entrusted to another person
only on the basis of an agreement concluded with
this person, a state or municipal contract, or an act
adopted by a state or municipal body (hereinafter
referred to as the “Operator’s entrustment”).

7.3. The Operator’s entrustment must define:

- a list of actions (operations) with PD that shall be
performed by the person carrying out the
processing of PD;

- purposes of PD processing;
- terms of PD processing;

- the obligation of the specified person to respect
the confidentiality of PD and ensure the security of
PD when processing them;

- requirements for the protection of processed PD
in accordance with Article 19 of Federal law No.
152-®3 of July 27, 2006 «On personal data;

- responsibility of the specified person to the
Company.

7.4. A person that processes PD on behalf of the
Company must comply with the principles and
rules for processing PD provided for by Federal
law No. 152-®3 of July 27, 2006 «On personal
data». At the same time, this person is not required

to obtain the consent of the PD owner to process
his/her PD.

7.5. If the Company entrusts the processing of PD
to another person, the Company is liable to the PD
15



nepen cyorexrom I1JIH 3a melicTBus yka3aHHOTO
miua Hecet OOmectso. Jlmio, ocyuiecTisoniee
o6pabotky [111 no nopyuennto Ob1ecTBa, HeceT
OTBETCTBEHHOCTH nepen O6IecTBOM.

8. IIpenocrasienne II/IH TpeTbHEM JANIaM

8.1. TIIJim mpenocTaBistOTCS TPETHUM JIMIAM, a
TAKKe PACKPBIBAIOTC TOJBKO C  COIVIACHA
cyonexta [1/]H vy B cimyvasx, NpeayCMOTPEHHBIX
¢enepasbHBIM 3aKOHOM.

8.2. Ilo TpeGoraHui0  TpeThero  Jvia,
nonydatomiero I1J[H, nanHOMY JTMITy TIepemaeTcs
ITOATBE)KASHHE  HaTWYMSg ~ OCHOBAHHSA  JUIS
npenoctapaenus [1/1H.

9. Bxkiarouenue
HCTOYHHKH

IIlm B o0menocTynubie

9.1. B uensx uHpOpMALMOHHOrO OGecrHeueHHMs
JestensHocTH  OOIecTBa MOIYT CO3AaBaThCA
obmenoctynHble ucrouauky [1IH (B ToM uwmcne
COpPABOYHHMKH, OJIEKTPOHHBIE 6a3pl  AaHHEIX,
cTpaHulEl caiita ObmiecTsa B MHPOPMALMOHHO-
TEeNIeKOMMYHUKaIMOHHOH ceTu  «lHTEepHeT» U

ap.).

9.2. B obmenocrynasie uctounuky [IIH MoryT
BKJIIOYAThCS ToNbKO Te I1JIH, KOTOphle yka3aHbI
cyobektom IIJ[H B cormacum cyObekta Ha
06pabotky [1/[H ¥ B OTHOLIEHHH KOTOPBIX CyObeKT
I[Ilu  Bolgan  OTHENbHOE  COIJIacHe  Ha
pacnpoctpanenue. ®opma coryacus cyOBbekrTa
I/l Ha pacnpoctpanenue llgH yTBepIaercs
IIPUKA30M reHepaNTbHOro qupexropa ObmecTsa.

93. B cormacum Ha
pa3pelIeHHBIX CcyOBeKTOM
pacripoctpanenus, cyovekr II[Ja  Bmpase
YCTAaHOBUTH 3ampeThl Ha Iiepefady (Kpome
npegocTasieHys qocTyra) >tix I1/1x oneparopom
HEOTPaHUUEeHHOMY KPYTY JIHLL, & TAKOKe 3aHpeThl Ha
o0pabotky win ycioBus obpabotku (kpome
nostydenus poctyma) stux 17 HeorpaHMueHHEIM
kpyrom muu. Otkaz OOmiecTBa B yCTaHOBJICHHH
cyopekrom II/IH Takux 3ampeToB W yCIOBHM He
JOIYCKAeTCs.

obpaborky 11/IH,
Iu Ui

9.4. O6mecTBo 0043aHO B CPOK HE IIO3JHEE TPEX
pabounx gHe C  MOMEHTa  IOJNY4YeHHS
COOTBETCTBYIOHIEro coracus cyobekra [1J[H
omyOnuKkoBaTh  MH(popMamuio 00  YCIOBHAX
00paboTKK ¥ O HAMYKH 3apeToB M YCIOBUM Ha

owner for the actions of this person. A person that
processes PD on behalf of the Company is liable to
the Company.

8. Providing PD to third parties

8.1. PD is provided to third parties, as well as
disclosed only with the consent of the PD owner or
in cases provided for by Federal law.

8.2. At the request of a third party receiving a PD,
this person is provided with a confirmation of the
existence of a reason for providing the PD.

9. Inclusion of PD in publicly available sources

9.1. In order to provide informational support for
Company’s activities, publicly available sources of
PD may be created (including directories,
electronic databases, Company’s website pages in
the information and telecommunications network
“Internet”, etc.).

9.2. Public sources of PD may include only those
PD that are provided by the owner to the consent of
the owner for PD processing and in respect of
which the PD owner has issued a separate consent
for publication. The form of PD owner’s consent
for the publication of PD is approved by the order
of General Director of the Company.

9.3. In the consent to the processing of PD allowed
by the PD owner for publication, the PD owner has
the right to establish bans on the transfer (except
for providing access) of these PD by the operator
to an unlimited number of persons, as well as
prohibitions on processing or processing
conditions (except for gaining access) of these PD
by an unlimited number of persons. The refusal of
the Company to establish such prohibitions and
conditions by the PD owner is not allowed.

9.4. The Company is obliged, no later than three
working days from the moment of receipt of the
corresponding consent of the PD owner, to publish
information on the processing conditions and on
the existence of prohibitions and conditions for
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00paboTKy HeorpaHuueHHbIM KpyroM i ITJTH,
pa3peIeHHbIX cyOBEKTOM IJIu TUIst
pacrpoCTpaHeHHUs.

9.5. VYcranosnennsie cyobexrom I1]1H 3arnpers Ha
nepegady (KpoMe INpeJoCTaBJieHHs HOCTyMa), a
Taloke Ha 0OpaboTKy WiM ycioBHs 00paboTKH
(xpome nomy4denus nocryna) [11u, paspemennsix
cyopextom II[[H 10 pacrpocTpaHenus, He
pacrpocTpaHsroTes Ha ciaydau obpabotku ITIIH B
rOCyJlapCTBEHHBIX, OOHIECTBEHHBIX M  HHBIX
HyOIIYHBIX HHTEpeCcax, OIIpEIeICHHBIX
3aKOHOMATeNRCTBOM Poccuiickoii @enmepatyy.

9.6. Ilepenaua (pacnpoctpaHeHue,
npenocrasnenue, noctynm) I1JIH, paspeumreHHBIX
cyb6rexrom IIJIH nns pacmpocTpaHeHus, NOKHA
OBITH MpeKpalieHa B JIr060e BpeMs o TpeGOBaHMIO
cy6bexta IIJIH. [danHoe TpeGoBaHue MODKHO
BKJIFOYATh B ceOs (GaMUITHIO, HMSI, OTHECTBO (pu
HAJIMYUHK), KOHTAKTHYI0 HHpOpMaimio (HOMep
TenedoHa, aApec SJEKTPOHHOW TIIOYTHI  HIIA
IMOYTOBEIN anpec) cyOwbexkra IIMlH, a Taroke
NEpEYeHb TIEPCOHANBHBIX JaHHBIX, 06paboTka
KOTOPBIX IOMJIEXKHUT NPEKPAIICHHI0. YKa3aHHEIE B
JannoM Tpedosanuu [1/1n MoryT o6pabaTriBaThCca
TOJIBKO OIEPATOPOM, KOTOPOMY OHO HAIIPaBJIEHO.

9.7. [leiictBue cornacus cybbexkta I1J[H Ha
06paboTKy NepCOHAIBHBIX JAHHBIX, Pa3PEICHHBIX
cybrexrom IIJlH gt pacmpocTpaHeHus,
npeKkpamaercs ¢ MOMEHTa  TOCTYIUIEHHS
oneparopy TpeboBaHuUs, YKa3aHHOTrO B MyHKTE 9.6.
Hacrosmel [Tomutakw.

9.8. Cybwexr IIJH BnpaBe oOpartutecs c
TpeGoBaHHEM IPEKPATHTh nepenaqy
(pacnpocTpaHeHne, IPENOCTaBJICHHE, JOCTYII)

coux [1/Tn, panee paspeuieHHbIX cyobexTom [1)T0
UL pacnpocTpaHeHus, K Jro0oMy  Juily,
obpabateiBaromieMy ero Illa, B cioydae
HECOOMIOICHUS TOJIOKEHUM 3aKOHOJATENIBCTBA O
T1/T1 uny 0OpaTHTECS C TAKMM TPEOOBAHUEM B CY A,
HanHoe MU0 00f3aHO IIpeKpaTUTH Hepenady
(pacmpocTpaHeHHe, IMpPENOCTABIICHHE, JOCTYII)
I1/ln B TeyeHue Tpex paboumMx AHEH ¢ MOMEHTa
noixydyeHus TpeboBanus cyObekta IIJIH mim B
CPOK, YKa3aHHBI BO BCTYIHBIUEM B 3aKOHHYIO
CHIy pelieHMH CyZa, a €eClH TaKOM CpOK B
PElIEHWH CyJa He yKasaH, TO B TEUCHHE Tpex
pabounx mHEll ¢ MOMEHTA BCTYIUIEHHMS PELICHHS
CyZa B 3aKOHHYIO CHJIY.

10. Ipexpamenne obpaborkn IIJlm m mHx

processing by an unlimited number of persons of
PD permitted by the PD owner for publication.

9.5. The prohibitions established by the PD owner

on the transfer (except for providing access), as
well as on the processing or processing conditions
(except for providing access) of PD, permitted by
the PD owner for publication, do not apply to cases
of PD processing in the state, public and other
public interests determined by the legislation of the
Russian Federation.

9.6. The transfer (publication, provision, access)
of PD permitted by the PD owner for publication
must be terminated at any time at the request of the
PD owner. This requirement should include the last
name, first name, patronymic (if any), contact
information (phone number, e-mail address or
postal address) of the PD owner, as well as a list of
personal data, the processing of which is subject to
termination. The PD specified in this requirement
can be processed only by the operator to whom it is
sent.

9.7. The consent of the PD owner to the processing
of personal data permitted by the PD owner for
publication is terminated from the moment the
operator receives the request specified in Clause
9.6. of this Policy.

9.8. The PD owner has the right to request to stop
the transfer (publication, provision, access) of
his/her PD, previously authorized by the PD owner
for publication, to any person processing his/her
PD, in case of non-compliance with the provisions
of the PD legislation, or to apply to the court with
such a request. This person is obliged to stop the
transfer (publication, provision, access) of PD
within three working days from the date of receipt
of the request of the PD owner or within the period
specified in the court decision that has entered into
legal force, and if such a period is not specified in
the court decision, then within three working days
from the date of entry into force of the court
decision.

10. Termination of PD processing and their
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YHHUTOMECHHE

10.1. B ciyyae noctikeHus Lenedt oOpaboTku
ITx nm yTpaThl HEOOXOAUMOCTH B OCTHIKEHHH

uenedi  obpaborku IIJJH  ykasammeie I1/In
YHMYTOXKAIOTCS WM OOE3NIMYHBAIOTCS, WM
obecrieynBaeTCss  HMX  YHUYTOKEHME WM
obesnuuuBanue  (eciu obpabotka  II/lu

OCYIIECTBJISIETCS] APYTMM JIULIOM, JNEHCTBYHOLIMM
no nopyusenmro OO6mecrsa) B CpoK, He
NPEBBIAIOINUIT  TpUOUATH JHEW ¢  JaThl
JOoCTwKeHua udened obOpaborku IIH (yrpatsl
HEeoOXOIMMOCTH B AOCTIDKEHHUH LieNiel 06paboTku

I11#).

10.2. B cnyuae ot3piBa cy6bexTom ITJIH cornacus
Ha oOpaborky ero II/lH ykasamneie I1/ln
VHHYTOXKAIOTCA  WIM  o0ecrmeumBaeTes — MX
YHHUTOXKECHHE (ecnu o6paboTka JUli:
OCYLIECTBIAETCSA APYTHM JIMIOM, JEHCTBYIOIIUM
no mopyuenuto OOmecrtsa) B CpoK, He
HOPEBBIIAOMMI  TpUOLIATH JHEH ¢ JarThl
HOCTYIUIEHHUS YKa3aHHOI'O OT3bIBA.

10.3. B cmyuyae obpamenus cy6bekra II/Ia k
Obmectsy ¢ TpeGoBaHHEM O NPEKPALICHAN
obpaborku I1[In O6miecTBo 06513aHO B CpoK, HE
MPEBRIIAIOIMMN JecaTH pabouux AHEH ¢ JaThi
nomyuyeHuss  OOHIECTBOM  COOTBETCTBYIOIIETO
TpeOOBaHUA, TIPEKPATUTh HX O00paboTKy WK
obecneuuTs NpekpaiieHne Takoii 0opaborku (eciu

Takag oOpaboTka OCYIIECTBIASTCA  JIHLOM,
ocywecTBasommuM  obpaborky  I1JIH), 3a
HCKIIIOYEHHEM  ClIy4yaeB,  IPeIyCMOTPEHHBIX

DenepanbHbIM 3aKoHOM oT 27 mons 2006 r. Ne
152-03 «O rmepcoHaNbHBIX HaHHBIX», YKa3aHHbIH
CpOK MOeT OBITh MPOMIJIEH, HO He fosiee yeM Ha
maTe pabodux JAHEH B ciydae HampaBleHUS
ObmectBom B agpec  cybwekra I1MIu
MOTHBHMPOBAHHOI'O YBENOMIICHHMS C YKa3aHHEM
OpUYHH TIPOJUICHHS CPOKa  IIpeIOCTaBeHUs
3arpamuBaeMoi HHGOPMALIHH.

10.4. B cmyuae OKOHuYaHHA cpoka 0OPaGOTKH
IIln, yxa3saHHOrO B OHCBMEHHOM COTJIACHHM
cyowekta I1[1H, ykazauusie I1/JH yHHUTOXAFOTCS
WIH 00e3JIMYUBAIOTCS, WIA 00ECIeurBaeTCs] HMX
YHHYTOXKEHHWE und  obesnmumBanuwe  (eciu
obpabotka [1J[H ocyiecTBaseTCS APYTHUM JIUIIOM,
INEHCTBYIOIMM IO 1opy4eHuro O01mecTsa).

10.5. YHHAUTOXKEHHE
crnocoboM,

IIln  npowusBogutCs
HCKJTIOYAIOIIMM  BO3MOXKHOCTh  HX

destruction

10.1. If the goals of PD processing are achieved or
the need to achieve the goals of PD processing is
lost, the specified PD is destroyed or
depersonalized, or their destruction or
depersonalization is ensured (if the PD processing
is performed by another person acting on behalf of
the Company) within a period not exceeding thirty
days from the date of achieving the goals of PD
processing (loss of the need to achieve the goals of
PD processing).

10.2. If the PD owner withdraws consent to the
processing of its PD, the specified PD is destroyed
or their destruction is ensured (if the PD is
processed by another person acting on behalf of the
Company) within a period not exceeding thirty
days from the date of receipt of the specified
review.

10.3 If the PD owner applies to the Company with
a request to stop processing PD, the Company is
obliged, within a period not exceeding ten working
days from the date of receipt by the Company of
the relevant request, to stop processing them or
ensure the termination of such processing (if such
processing is carried out by the person processing
the PD), except for the cases provided for by the
Federal law No. 152-®3 of July 27, 2006 “On
personal data”. The specified period may be
extended, but not more than five business days if
the Company sends a reasoned notice to the PD
owner indicating the reasons for the extension of
the period for providing the requested information.

10.4. If the term for processing PD specified in the
written consent of the PD owner expires, the
specified PD is destroyed or depersonalized, or
their destruction or depersonalization is ensured (if
the PD is processed by another person acting on
behalf of the Company).

10.5. The destruction of PD is done in a way that
eliminates the possibility of their recovery:
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BOCCTAHOBJICHH .

- MePe3aluChl0  YHUYTOXKAGMBIX  (CTHPAEMBIX)
(aiinor CITy4aitHoi OuTOBOH
TNOCIIEA0BATENIBHOCTHIO,

- yOalleHHeM 3anucH o (daiinax;
- 0OHyJIeHHeM XypHasa (aliIoBOH CHCTEMBI;

- TONHOW TIEPE3alMChI0  BCEr0  AAPECHOro
TPOCTPAHCTBA CBHEMHOIO MAIIMHHOIO HOCHTENA
ITJTH ciydalioit GUTOBOM MOC/IEAOBATEIBHOCTHIO
C MOC/IENYIOIMUM (OPMATHPOBAHUEM.

10.6. Yuwuroxenne wiu obesnmunpanue I[1/]n
OCYIUECTBJIAETCS KOMHCCHEM, CO3NAaHHOM Ha
OCHOBAHMH MpHKa3a IEHEPAILHOTO AHpPEeKTopa
Obmecrea «O  CO3JaHUM  KOMMCCHH IO
YHHYTOKEHHIO HOCHTENIEH NEPCOHANBHBIX
JaHHBIXY.

10.7. Ilpu HeBo3MOXKHOCTH yHHYTOKeHHA I1/IH B
CpOKH, onpesiesieHHble DenepanbHbIM 3aKOHOM OT
27 wmong 2006 r. Ne 152-03 «O nepcoHanbHBIX
JaHHBIX» JUIS  CIy4aeB, KOIZA HEBO3MOXKHO
obecnieunTs npaBoMepHOCcTh 06paboTku ITMH win
Opy JOCTIKEeHUH uened obpaborku I1[IH, ecnu
coxpanenue [1Jfn Oonee He TpeGyercs s neneit
o6paborku I1[TH, ocymecTBiseTcs: 61IOKMpOBAHHeE
I1[In 1 Bx moceyIonee yHUITOXKEHHIE B TEUCHHE
6 MecAneB, ecTM HHOM CPOK HE YCTAaHOBJICH
(enepanbHEIM 32aKOHOAATENBCTEOM.

10.8. [omyckaeTcss He YHHMYTOXATH HIM HE
obeanuuupate I1/1H B crexyromux cayyasax:

- ©CIM HMHOE IIPETyCMOTPEHO JOrOBOPOM,
CTOPOHOM KOTOPOro, BEITOAOHPUOBpETaTEIEM HITH
HOPYYHUTENEM [0 KOTOPOMY SBISETCA CYOBEKT
I dn;

- €CJTH MHOE TIPEeyCMOTPEHO COTNalIeHHEM MEXKIY
cy6sexrom ITJTH u O6mecTBOM;

- €CJIM B COOTBETCTBUH C (eiepabHBIMK 3aKOHAMH
€CThb OCHOBAHHS OCYIUECTBIATH JaJbHEMIIYIO
obpatotxky IT/Tn 6e3 cornacus cy6nexra I1]Tx.

10.9. Bonee noapoGHIit OPAAOK YHHUTONKEHHUS
Vi | onpeaensercs B HHCTPYKLHSAX,
YTBEPIKAAeMBIX HPHKa30M FEHePATBHOTO
aupekropa ObuiecTsa.

11. TipaBuia obesamauBanus II{n u pa6ots ¢

- rewriting destroyed (erased) files in a random bit
sequence;

- deleting recordings of the file;
- reset the file system log;

- complete rewriting of the entire address space of
the removable machine media of PD via random bit
sequence with following formatting.

10.6. The destruction or depersonalization of PD
is carried out by a commission established on the
basis of the order of Company’s General Director
“On the creation of a commission for the
destruction of personal data carriers™.

10.7. If it is impossible to destroy the PD within
the time limits defined by Federal law No. 152-®3
of July 27, 2006 “On personal data” for cases
where it is impossible to ensure the legality of PD
processing or when the goals of PD processing are
achieved, if the PD is no longer required for the
purposes of PD processing, the PD is blocked and
their subsequent destruction is ensured within 6
months, unless another term is established by
Federal law.

10.8. Tt is allowed not to destroy or depersonalize
PD in the following cases:

- if otherwise stipulated by the agreement, to which
the PD owner is a party, beneficiary or guarantor;

- if otherwise stipulated by the agreement between
the PD owner and the Company;

- if in accordance with Federal laws, there are
grounds for further processing of PD without the
consent of the PD owner.

10.9. The more detailed procedure for the
destruction of PD is determined in the instructions
approved by the order of General Director of the
Company.

11. Rules for PD depersonalizing and working
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o0ezmuenabivu IIn

11.1. O6esnmuuusanne [1/1H, comepxamuxcs Ha
MAaOIMHHBIX HOCHTEJIX, TPOU3BOIMTCS ITyTEM

samensl I1JlH, [O3BOMNSAIOIMX  OMpENENUTH
npuHamiexkHocTh II/IH KOHKpeTHOMY CcyOBeKTy
I1H, Ha YHHUKaTBEHBIA BHYTPEHHMH

upentuduxarop cybrvekra I1J[H, mpUCBOEHHBIH
emy B OGIuecTse.

11.2. O6e3nuuusanue IT/{H, comepxaiuxcs Ha
OyMa)KHBIX HOCHTEININX, TPOU3BOAMUTICA MyTEM
cTupanus (BeiMapeiBanus) [1J[H, mo3Bossrommx
olpeieuTh MpHHaAIexXHoCTh [1/IH KoHKpeTHOMY
cyonexry IT/0H.

11.3. PaGotarkn OOmiecrBa He  JOMKHBE
HapyIaTh LEJIOCTHOCTE, JOCTYHOCTh
00€e3/IMUEHHBIX NAHHBIX.

11.4. O6pabotka obezmuuenHsix I[1JIH MoXeT
OCYIIECTBIIITECS. C  HCIOJB30BAHMEM CPEACTB
aBTOMATH3ALMK WIH 6e3 HCITONB30BAHMS TAKHX
CPEnCTB.

11.5.
HCNONAb30BaHUSA cpencTB aBTOMAaTH3ALMH
HEO0X0oMMO COOMNIONIEHHEe TPaBHA  XPaHEHHS
OyMaOXHBIX HOCHTeNeH M NOpsAAKa JOCTyna B
MOMEIEHNA, TIAe OHM XpaHATCH, B UeJIX
HUCKJTIOYEHHs] HECAaHKLIMOHMPOBAHHOI'O JOCTYIA K
obeanmuenHbiM [I/IH, a TaKKe MCKITIOYEHHS
BO3MOKHOCTH ux HECAaHKIMIOHHUPOBAHHOT'O
YHUYTOXKEHHS,  M3MEHeHHWS,  OJOKHpOBaHHS,
KOIIMPOBaHUS, PpACHpPOCTPaHEHMs, a TaKKe OT
HEMPaBOMEPHBIX  JEHCTBHH B OTHOIICHWH
obesnuueHHpx [1/IH.

11.6. TIlpu obpabotke oOeszmmuenHuix II[IH ¢
HCIIOIb30BaHHUEM CpencTB aBTOMATH3ALIMH
HEeo0XO0IMMO JIONOHATENBHO COOMIOAT NpaBuiia
IO  [apoNbHOH  3amure,  HACHTHQUKAIMH
none3opatesieit WCII/H, npaswin paboTsr co
CheMHBIMH  HoOcuTelssMH (B ciydae  MX
HCTIONB30BaHMA), TIPaByIl pe3epBHOTO
KOITHPOBAHHUS.

12. Mepo1 oGecnevyenns Oesomacnocrn I1/{n B

ACTIn

12.1. Brinonnexue MEPOTIPUITHH o
obecrieuenmro  OesomacHoctn I1J[H mpm  wmx
obpaborke B HCII[IH ocyiecTBigercas B
COOTBETCTBHHU c «IlonoxxeHreM 0

Ilpu obpabotke obesnmuuennbix [1]IH Ges

with depersonalized PD

11.1.  Depersonalization of PD contained on
machine media is performed by replacing the PD
that allows determining the identity of the PD to a
specific PD owner with a unique internal identifier
of the PD owner assigned to him/her in the
Company.

11.2. Depersonalization of PD contained on paper
is performed by erasing the PD, which allows to
determine whether the PD belongs to a specific PD
owner.

11.3. Employees of the Company must not violate
the integrity or availability of depersonalized data.

11.4. Processing of depersonalized PD can be
carried out with or without use of automation
equipment.

11.5. When processing of depersonalized PD
without using automation it is necessary to observe
rules of storage of paper carriers and the order of
access to the premises where they are stored, in
order to prevent unauthorized access to
depersonalized PD and avoid their unauthorized
destruction,  alteration, blocking, copying,
distribution, as well as from illegal actions in
relation to depersonalized PD.

11.6. When processing depersonalized PD using
automation tools, you must additionally comply
with the rules for password protection,
identification of PDIS users, rules for working with
removable media (if they are used), and backup
rules.

12. Measures to ensure the protection of PD in
PDIS

12.1. The implementation of measures for security
of PD during their processing in the PDIS carried
out in accordance with the “Regulation on the
permissive access system in personal data
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paspeIuTenbHON cucreme JocTyna B
MHQOPMAIMOHHBIX ~ CHCTEMaX  IEPCOHATBHBIX
nanHbX OO0 «Canpaiiz T'pymmy, U Takke HHBIMH
JIOKAJIBHBIMU HOPMATHBHBIMU aKTaMH,
YTBEpPKOAEMBIX IPHUKA30M I'€HEPAILHOTO
Jupexropa O6ecTsa.

13. OTBEeTCTBEHROCTH

13.1. Bce paborHmkm, momymieHHsle B
YCTaHOBJIEHHOM Topszke k pabote ¢ I1[IH, HecyT
JUCLUIUTHHAPHYIO, aJIMUHUCTPATHBHYIO,
MaTepHalbHYIO, YTOJOBHYIO OTBETCTBEHHOCTH B
COOTBETCTBUH c JEeHCTBYIONTHM
3aKOHOAATENILCTBOM 32 0OeCIIeYeHHe COXPAHHOCTH
1 cobmoeHre npaBui paGotsl ¢ TITH.

13.2. OTBeTCTBEHHOCTE 3a JOBeIeHUE TpeGOBaHMH
Hacroswe IlojmuTHkM 10  paGoOTHUKOB U
ofecIieyeHHe MEPOTIPUATHN [0 WX peaT3alyH
HECeT OTBETCTBEHHbIMN 32 OPraHU3aLio 06paboTKH
T10H.

13.3.  Tipemocrairenue II[lH nOCTOPOHHHM
JMLaM, B TOM 4Hcle pabOTHHKAM, HE MMEIOLIMM
npasa ux obpabateIBaTh, pacnpocTpanenue 111,
yTpara CheMHBIX MAaIMHHBIX Hocurtened I1J[H, a
TaKke MHBIE HapylleHWsd o0Os3aHHOCTEH 110
obpabotke IIJIH, YCT2HOBJEHHBIX HACTOSIIEH
Ionurukoii u WHBIMH JIOKAJIbHBIMH
HOPMAaTHBHBIMH aKTaMH, BJIEYET HAIOXKECHHE Ha
COBEPILUBLIErO HapylLIeHHe paboTHuUKa,
umeromtero pocrtyn k II[H, nucuumimHapHOro

B3BICKAHHUS:  3aMEYaHMs,  BBITOBOpPA  MIIH
YBOJIBHEHHS.
13.4.  PaGotauk, wumerouwit moctynm x I1[Ju

CYGBEKTOB M COBEPIIHMBILMHN YKA3AHHEIH B ITyHKTE
13.3 AucuMnNIMHAPHEIA IPOCTYTIOK, HECET HONHYIO
MaTepUaNBHYI0  OTBETCTBEHHOCTH B  CiIydae
NPHYMHEHMS ero NeHcTBusME yiep6a (1. 7 cT. 243
Tpynosoro kozekca Poccuiickoit Denepartun).

13.5.  PabotHuxy, uMelOmMe HOCTYI K Iu
CyOBeKTOB, BUHOBHBIE B HE3aKOHHOM cOOpe MK
nmepepave IlJlm, a Takke OCyImECTBHBILIHE
HEMPaBOMEPHBIH JOCTYI K OXpaHAeMOH 3aKOHOM
KOMITBIOTCPHON MH(OPMALHH, HECYT YrOJOBHYIO
OTBETCTBEHHOCTh B COOTBETCTBHH €O CT. 137 u cT.

272 Yronossoro komekca  Poccuiickoii
Depeparmu.
14. Hnnie OCHOBHbIE JOKYMEHTEI,

peryiaMeHTHpYOmHe Hopsaok 3amuTel I/{n B

information systems of Sunrise Group LLC”, as
well as other internal regulations approved by order
of the General Director of the Company.

13. Responsibility

13.1. All employees admitted to work with PD in
accordance with the established procedure shall
bear disciplinary, administrative, material, and
criminal liability in accordance with current
legislation for ensuring the safety and compliance
with the rules for working with PD.

13.2. The person responsible for organizing PD
processing is responsible for communicating the
requirements of this Policy to employees and
ensuring measures for their implementation.

13.3. The presentation of PD to unauthorized
persons, including employees that are not eligible
to process, distribute PD, loss of the removable
machine carriers of PD and also other violations of
duties in PD processing established by this Policy
and other internal regulations, is subject for
disciplinary action to a violator: remark, reprimand
or dismissal.

13.4. Employee with access to PD who made the
disciplinary offence referred to in paragraph 13.3,
shall be fully liable in case of causing damage/harm
by his/her actions (section 7 of article 243 of the
Labour code of the Russian Federation).

13.5. Employees who have access to PD ,and who
are guilty of illegal collection or transfer of PD, as
well as those who have made illegal access to
computer information protected by law, are
criminally liable in accordance with article 137 and
article 272 of the Criminal code of the Russian
Federation.

14. Other main documents regulating the
procedure for PD protection in Sunrise Group
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000 «Canpaiiz I'pynm»

IloMuMoO BROKyMEHTOB HOMMEHOBAHHEIX BBIIIE B
Hacrosueil [lomuruke, OOmecTBo HCHOMB3yeET
CIIEAYIOIHE OCHOBHBIE NOKYMEHTHI IO OXpaHe
I/J=.

14.1. BHyTpeHHMH KOHTPOJb  COOMIOACHHS
nopsika obpadotku I1/IH:

«PernaMeHT MpoBeeHUs BHYTPEHHErO KOHTPOJIA
COOTBETCTBHS 00pabOTKU NMEPCOHANBHBIX JaHHBIX
B 00O «Canpaiiz ['pynm» TpeOOBaHUAM K 3aIHTE
TIEPCOHAIBHBIX JAHHBIX» ONpeleiseT IUIaH U
TOpALOK MpOBEAEHHsT BHYTPEHHErO KOHTPOJI,
nepedeHb  HEOOXOAMMBIX  JUIS  TIPOBEPKH
MEpPONpPHIATHH, & TaKKE MOPSAOK YCTPaHEHUST
HapyILECHUN.

14.2. Ob6paborka IIJln 6e3 wucHomB30BaHUSL
CpPEJICTB aBTOMATH3AIMM:
«Ilonoxxenne 00 opranmsaimu  06paboTKH

IIEPCOHANBHEIX JaHHBIX, oOpabaTriBaemeix B OO0
«Canpaiiz I'pynm» 0e3 HCIIONBE30BaHUS CPEICTB
aBTOMATHU3ALMIY ONpeIeseT NopaoK 06paboTkH
IIln, a Tamke OTBETCTBEHHOCTh pPabOTHUKOB
O6wectra, yyacTByiomux B obpabdorke [1/IH Oe3
HCIIONB30BaHUA CPEICTB aBTOMATH3ALIMH.

14.3. T1[Js xaHauaaToB Ha BAKAHTHLIC JOJDKHOCTH:

«[lonoxxenne 06  opraHuzamud  0OpabOTKH
NIEpCOHANILHBIX ~ JAHHBIX  KaHIUIaTOB  Ha
Tpynoyctpoiicteo B Q00 «Canpaiiz ['pynm»
omnpezenseT nopsafok obpaborku u 3amutsl I1J[H
KaHAWAATOB Ha TPYAOYCTPOHCTBO.

14.4, TIIH COTPYAHUKOB:

«I[lomoxxeHne 00  opraHm3ammMu  oOpabOTKH
NepCOHANBHBIX JaHHEIX paborHukoB B 00O
«Canpaits I'pynn»  ompenenser  NOpPSAOK
obpaborkn w 3amurel IIJJx  paborHuKOB
O6uecTBa.

14.5. Pearuposanue Ha MHIMAEHTH

uadopmanmonHoit 6ezonacuocty B UCTT/H:

«PernmameHnt pearupoBaHMS Ha  WHLHJCHTHI
HHPOPMALTHOHHOM fezonmacHoOCTH B
MHODOPMALMOHHBIX ~ CHUCTEMAaxX  IEePCOHANBHBIX

nanHeix OO0 «Campaiiz I'pynm» onpenenser
MOPSIOK PErucTPallMy CIyYaeB, CBI3aHHBIX C

LLC

In addition to the documents named above in the
Policy, the Company uses the following main
documents related to PD protection.

14.1. Regarding to the internal control of
compliance of PD processing:

"The Regulation for conducting internal control

over the compliance of personal data processing in

Sunrise Group LLC with the requirements for
personal data protection" defines the plan and

procedure for conducting internal control, the list

of measures necessary for verification, as well as

the procedure for eliminating violations.

14.2. Regarding to PD processing without the use
of automation tools:

“The Regulation on the organization of processing
of personal data in Sunrise Group LLC that are
processed without using automation tools” defines
the procedure for processing personal data, as well
as the responsibility of employees of the Company
who participate in PD processing without the use
of automation tools.

14.3. Regarding to PD of candidates for
employment:

“The Regulation on the organization of processing
of personal data of candidates for employment in
Sunrise Group LLC” defines the procedure for
processing and protecting PD of candidates for
employment.

14.4. Regarding to PD of employees:

“The Regulation on the organization of processing
of personal data of employees in Sunrise Group
LLC” defines the procedure for processing and
protecting PD of employees of the Company.

14.5. Responding to information security incidents
in PDIS:

“The Regulation for responding to information
security incidents in the personal data information
systems of Sunrise Group LLC” defines the order
of registration of security events, procedure for
detecting and responding to information security
22



MHOPMALMOHHOK  Ge30MaCHOCTLIO,  HOPSNOK
BBISBJICHHS M DpEarupoBaHMS HA WHIMAEHTHI
KacaTelbHO MH()OPMAIMOHHOM 6e30macHOCTH,
HIOPSIOK aHanu3a MHLIUICHTOB no
MH(OPMALMOHHON 0(E30MacHOCTH, B TOM 4MCHe
OIIPEJICIICHUS HCTOYHMKOR W MPHUYHH MHLHUICHTOB.

15. Cpox peiicreust Hommtuxn. opsxox
BHECECHHS H3MeHeHM i

15.1. Hacrosmas ITonuruka BCTymaeT B CHiy ¢

MOMEHTa €e yTBepXIEHHI M  [JelicTByeT
6eccpouno.
15.2. Hacrosamas TTonurtuka MNOJIEXKUT

NEPECMOTPY HE PEXE ONHOIO paza B TPU roja.

15.3. I3meHeHHs M JOMONHEHHs B HaCTOSAIYIO
Homatuky  BHOCATCA IyTeM  DPHHATHA
COOTBETCTBYIONIHX pelueHuit Cosetom
nupextopos ObiuecTsa.

incidents, the procedure for analyzing information
security incidents, including determining the
sources and causes of incidents.

15. The validity of the Policy. Procedure for
making modifications

15.1. This Policy comes into force from the
moment of its approval and is valid indefinitely.

15.2. This Policy is subject to review at least once
every three years.

15.3. Changes and additions to this Policy are made
according to decisions of the Board of Directors of
the Company.
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